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Анотація:  This work presents the main developing results of a new keystream generator, which named “Strumok”, 

and offered as a candidate for the national symmetric encryption standard of Ukraine. “Strumok” is built on 

SNOW 2.0-likes schema of the summation generator. Increased secret key length and the initialization vector allow 

using reliably the stream cipher even taking into account quantum cryptographic analysis methods. Unlike SNOW 

2.0, Strumok is designed for use in more powerful 64-bit computing systems. The conducted comparative tests have 

shown that the “Strumok” on 32-bit computing systems also shows good performance results. There are basic trans-

formation and individual results from the cipher performance research, here is it is shown the generator, which is 

capable of forming a keystream at speeds exceed of 10 Gbit per sec.   

 

Keywords: encryption; stream cipher; synchronous keystream generator; pseudorandom sequence.  

 

 
1 Introduction 

An important cryptographic information protection mechanism is a stream symmetric encryption 

[1,2]. It uses for providing services of information confidentiality and integrity (as an additional 

service) during data processing in information, telecommunication and information-

telecommunication systems [1].  

Recent years the requirements for modern streaming encryption algorithms have significantly in-

creased [3-5]: on the one side, it is necessary to provide a high-speed cryptographic transformation 

(more than 10 Gbit per sec), on the other side, it have to withstand effectively for the latest methods 

of cryptographic analysis including methods using of quantum computation. Therefore, the devel-

opment, research and a gradual introduction of new stream symmetric encryption methods is an ac-

tual and extremely important the national level scientific and applied problem. Usually a streaming 

encryption operation is a bitwise XOR operation between a keystream and a message. 

ISO/IEC 18033-4:2011 describes the output functions for different stream ciphers and certain pseu-

dorandom numbers generators, which used for restricted information protecting, in particular to en-

sure the information confidentially when processing is going on [6]. The work objective is to pre-

sent the main results of new pseudorandom number generator (a keystream) developing, which 

named “Strumok”, and is proposed as a candidate for the national symmetric encryption standard of 

Ukraine [7-18]. The “Strumok” generator provides a high forming keystream rates (over 10 Gbit 

per sec) that exceeds most known algorithms and is suitable for using in a post-quantum environ-

ment.   

2 General Parameters 

In basics of Strumok algorithm lies the classical summing generator schema [1,2,6,7], which 

similar to the SNOW2.0 generator as defined in ISO/IEC 18033-4:2011 [6]. The Strumok algorithm 

uses the 256-bit initialization vector IV and the 256 or 512-bit secret key K and provides high and 
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ultra-high resistance, taking into the possible using account of quantum cryptographic analysis. The 

crypto algorithm is oriented on 64-bit computing systems, so the word size is set to 64 bits.  

The main generator components are the linear feedback shift register (LFSR) and the finite-state 

machine (FSM), in which performed a non-linear transformation. The input data are used for initial-

izing the variable state ( ) ( )( , )i i

iS s r , 0i  , which consists of eighteen 64-bit blocks (words) that 

has two components: 16 variables )(is  – words of the LFSR: ( ) ( ) ( ) ( )

15 14 0( , ,..., )i i i is s s s ; two words of the 

FSM )(ir : ( ) ( ) ( )

2 1( , )i i ir r r . On the output, it gets a keystream, which formed with 64-bit words iZ .  

A schematic operation representation of keystream Strumok generator is in an arbitrary moment 

of the time i, it is represented in Fig. 1.  

The feedback taps in the LFSR are constructed over the finite field 64(2 )GF  by a primitive poly-

nomial: 16 13 1 11( )f x x x x     , where    is the root over the finite field 8(2 )GF  of the pri-

mary polynomial:  
8 170 7 166 6 2 5 224 4 70 3 2( ) .      g z z z z z z z       

In turn, the finite field 8(2 )GF  is constructed over a (2)GF  field by a primitive polynomial: 

8 4 3 2( ) 1p y y y y y     , 

and the polynomial coefficients ( )g z are submitted through degree of a primitive element    of the 

finite field 8(2 )GF  that is   – the root of a polynomial ( )p y  Thus, we have an extension: 

8 64 1024(2) (2 ) (2 ) (2 )GF GF GF GF   ,  

where: the finite field 1024(2 )GF  is given by output of feedback the LFSR as a quotient ring 
64(2 )[ ] / ( ( ))GF x f x ; the finite field 64(2 )GF  is given as a quotient ring 8(2 )[ ] / ( ( ))GF z g z ; the fi-

nite field 8(2 )GF  is given as a quotient ring (2)[ ] / ( ( ))GF y p y . Therefore, output sequence period 

of the LFSR is maximal and equals of 10242 1 .  
 

 
 

Fig.1 - Conceptual scheme of the “Strumok” keystream generator in generating gamma  

cipher mode (a keystream) 
 

Structurally in the Strumok algorithm, it can distinguish three main functions:  

 The initializing function Init that takes the key K (256 or 512 bits) and initialization vector 

IV (256 bits) as the input data, and produces the initial value of the variable state (0) (0)

0 ( , )S s r ; 

 The next-state function Next, which takes the variable state iS  into the input and produces 

the next value of the variable state ( 1) ( 1)

1 ( , ) 

  i i

iS s r . The Next function can be in two modes, 



ISSN 2519-2310  CS&CS, Issue 1(9) 2018 

 6 

which depending on how the iteration performed – as part of the implementation or as normal mode 

of generating output data.  

 The keystream function Strm that takes the variable state 
iS  into the input and produces at 

the output 64-bit a keystream Zi . 

 

3 Initialization function Init  

The initializing function of the internal state is described as follows. 

Input: 256 or 512-bit a key K, 256-bit an initialization vector IV.  

Output: the initial value of the variable state (0) (0)

0 ( , )S s r .  

The key for the stream cipher version Strumok-256 can represented as four 64-bit words 

 3 2 1 0, , ,K K K K K  and for the 512-bit a key – in the form  7 6 5 4 3 2 1 0, , , , , , ,K K K K K K K K K , 

where 
3K and 

7K s respectively 256 and 512 bits, the most significant words, and 
0K  – the least 

significant.  

The initialization vector can represented in the form of four 64-bit words 

 3 2 1 0, , ,IV IV IV IV IV , where 3IV  and 0IV is respectively the most and the least significant words. 

1. It is entered the key value in 16 words of the LFSR. 

For a 256-bit version, the following operations are performed: 

( 33)

15 0

  s K , ( 33)

14 1

 s K , ( 33)

13 2

  s K , ( 33)

12 3

 s K , ( 33)

11 0

 s K , ( 33)

10 1

  s K , ( 33)

9 2

 s K , ( 33)

8 3

 s K , 

( 33)

7 0

  s K , ( 33)

6 1

  s K , ( 33)

5 2 3

  s K IV , ( 33)

4 3

 s K , ( 33)

3 0 2

  s K IV , ( 33)

2 1 1

  s K IV , 

( 33)

1 2

 s K , ( 33)

0 3 0

  s K IV . 

For a 512-bit version: 

( 33)

15 0

 s K , ( 33)

14 1

  s K , ( 33)

13 2

 s K , ( 33)

12 3

 s K , ( 33)

11 7

  s K , ( 33)

10 5

 s K , ( 33)

9 6

  s K , 

( 33)

8 4 3

  s K IV , ( 33)

7 0

  s K , ( 33)

6 1

 s K , ( 33)

5 2 2

  s K IV , ( 33)

4 3

 s K , ( 33)

3 4 1

  s K IV , 

( 33)

2 5

 s K , ( 33)

1 6

 s K , ( 33)

0 7 0

  s K IV  

2. It performs 32 tacts of triggering without generating a key stream, i.e. two full cycles. Formal-

ly, it is presented as follows: 32

1 33( , ) S Next S INIT which means 32 iterations to perform the Next 

function in the initialization mode INIT, ( 33) ( 33)

33 ( , ) 

 S s r the values of the variable state are cal-

culated in previous step. 

3. The initial value of the variable state 0S calculated, according to the rule: 0 1( )S Next S  i.e. 

by executing the Next function in normal mode.  

4. Get the output value of the variable state 0S .  

 

4  Next-state function Next 

The function of next-state, is described as follows. 

Input: the variable state ( ) ( )( , )i i

iS s r selected mode (normal or initialization mode). 

Output: the next value of the variable state ( 1) ( 1)

1 ( , )i i

iS s r 

  . 

1. A nonlinear substitution performed to update the value of the word ( 1)

2

ir  the FSM. For this 

value, the T function is calculated: ( 1) ( )

2 1( )i ir T r  . 

2. The value of the word ( 1)

1

ir   FSM is updated. For this value calculated, as following: 
( 1) ( 1) ( )

1 2 64 13

i i ir r s   , where 64  denotes the operation of adding integers by modulus 642  (in the 

scheme of the cipher, see Fig. 1 this operation is marked as ).  

3. The 15 words value LFSR is updated 
( 1) ( )

1

i i

j js s

  where j = 0, 1, …, 14.  
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4. The value of the 16-th word the LFSR is updating. If the normal mode the Next function, the 

value of this word computing by the rule:  
( 1) ( ) ( ) 1 ( )

15 0 11 13( ) ( )i i i is s s s       .  

If initialization mode INIT of the Next function is set, the value is computing by the rule:  
( 1) ( ) ( ) ( ) ( ) ( ) 1 ( )

15 15 1 2 0 11 13( , , ) ( ) ( ) .      i i i i i i is FSM s r r s s s    

The multiplication operations   on  and on 1  , as well as the essence of the FSM function 

explained further.  

5. The variable state ( ) ( )( , )i i

iS s r value is calculated and outputs.  

The conceptual scheme of keystreams “Strumok” generator, when performing the Next function 

in the initialization mode is shown in Fig. 2.  
 

 

Fig.2 - The conceptual scheme of keystreams “Strumok” generator in initialization mode  

of the Next function 

 

5 Keystream function Strm 

Input: the variable state ( ) ( )( , ) i i

iS s r . 

Output: 64-bit a key stream iZ  

1. The value is calculated  
( ) ( ) ( ) ( )

15 1 2 0( , , ) i i i i

iZ FSM s r r s . 

2. Get the output value iZ . 

 

6 Function finite-state machine FSM  

The finite-state machine function is marked as FSM (x,y,z) and described as following. 

Input: three 64-bit words x, y and z. 

Output: 64-bit word q. 

1. The value is calculated 64( )  q x y z . 

2. Get the output value q.   

 

7 Function nonlinear substitution T 

The nonlienar substitution of the T function implements finite field 64(2 )GF  rearrangment ele-

ments using the components of the block symmetric cryptographic transformation national standard 

DSTU 7624:2014  [19].   
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Input: 64-bit word w. 

Output: 64-bit word ( )T T w . 

1. The input word  is divided into 8-bit sub-blocks  wj :  7 6 0, ,...,w w w w .  

2. For each sub-blocks wj is performed the DSTU 7624:2014 algorithm substitution using four 

table transformation 3210 ,,,  . As a result an output vector formed  7 6 0, ,..., ,r r r r  

mod4j j jr w     , where j = 0, 1, …,7.  

3. The vector calculated  7 6 0, ,...,q q q q  using the rule (as in DSTU 7624:2014): 

  T

iq i r  , where  given in hexadecimal form and  01,01,05,01,08,06,07,04  , i    

- a cyclic shift operation on  bits to the right, 0,1,...,7i  ,  0 1 7, ,...,
ТTr r r r  and the elements of 

the vectors r   and q  interpreted as elements of the final field 8(2 ),GF  which is given as a quotient 

ring (2)[ ] / ( ( ))GF y p y .  

4. Get the output value q , which interpreted as a 64-bit word.  

The vector quick calculation  0 1 7, ,...,q q q Q  is implemented by the rule:  

0 0 1 1 2 2 3 3 4 4 5 5 6 6 7 7[ ] [ ] [ ] [ ] [ ] [ ] [ ] [ ],       TQ T w T w T w T w T w T w T w T w   

where:  

 0 0

01

04

07

06
[ ]

08

01

05

01

T a a

 
 
 
 
 
  
 
 
 
 
 
 
 

,  1 1

01

01

04

07
[ ]

06

08

01

05

T a a

 
 
 
 
 
  
 
 
 
 
 
 
 

,  

 2 2

05

01

01

04
[ ]

07

06

08

01

T a a

 
 
 
 
 
  
 
 
 
 
 
 
 

,  3 3

01

05

01

01
[ ]

04

07

06

08

T a a

 
 
 
 
 
  
 
 
 
 
 
 
 

, 

 4 0

08

01

05

01
[ ]

01

04

07

06

T a a

 
 
 
 
 
  
 
 
 
 
 
 
 

,  5 1

06

08

01

05
[ ]

01

01

04

07

T a a

 
 
 
 
 
  
 
 
 
 
 
 
 

, 
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 6 2

07

06

08

01
[ ]

05

01

01

04

T a a

 
 
 
 
 
  
 
 
 
 
 
 
 

,  7 3

04

07

06

08
[ ]

01

05

01

01

T a a

 
 
 
 
 
  
 
 
 
 
 
 
 

. 

The constant tables [ ]iT a , 0,1,...,7i    using enables significantly reducing the operations num-

ber, in particular the nonlinear substitution function, is calculated seven XOR operations over 64-bit 

words.  

8  Multiplications of   in 64(2 )GF  

Multiplication on   in the finite field 64(2 )GF arithmetic is implemented by a table of pre-

calculus Mul , which contains 256 rows of 64 bits in each.  

1. The value is calculated  

' ( 8) [ 56]w w Mul w        (1) 

where:  

 8w  is the result of a shift to the left (towards the higher significant bits) 64-bit word  

on 8 bits with the filling of the less significant bits with zero values.  

 56w  is the result of a shifting to the right (towards the less significant bits) 64-bit word  

on 56 bits with the filling of the higher significant bits with zero values. Eight less bits of the vector 

56w  is interpreted as the finite field 8(2 )GF  element for indexing the table of pre-calculus 

Mul ;  

 [ ]Mul с - 64-bit value the table of pre-calculus in the row with the index 
8(2 ),c GF  where  

64[ ] (2 )Mul с GF  .  

2. Get the output value 'w . 

9  Multiplications of 
1  in 

64(2 )GF  

Multiplication on 
1 
 in arithmetic of the finite field 64(2 )GF  is implemented by a table of pre-

calculus 1Mul
  , which contains 256 rows of 64 bits in each. 

1. The value is calculated  

1' ( 8) [ & ]w w Mul w


       (2) 

where: 

 8w   is the result of a shifting to the right (towards the less significant bits) 64-bit word  

on 8 bits with the filling of the higher significant bits with zero values.   

 &w   is a bitwise conjunction result of words  and , which is in the hexadecimal form  

00000000000000FF  . The eight less significant bits of the vector &w   is interpreted as an el-

ement of the finite field 8(2 )GF  for indexing the table of pre-calculus 1Mul
  .  

3. Get the output value 'w .  

10  Value tables-constant Mul  and 1Mul


 

For the fast encryption there are used tables of pre-calculus Mul  and 1Mul
  . This allows sig-

nificantly reduce the number of operation to handle the input data.       
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The polynomial that defines feedback of the LFSR has the expression ( )g z . Thus, each word of 

the LFSR stores a 64-bit sequence , which is represented as eight sub-blocks  of 8 bits in each: 

 7 6 0, ,...,w w w w , which is interpreted as coefficients of a polynomial 8( ) (2 )[ ] / ( ( ))w z GF z g z . 

If z  is a root with a primitive polynomial of the 8(2 )GF :  
8 7

7 0( ) ...g z z g z g     

then:  

8 56( ) ( ) ( ) '( ),w z w z w z g z       

where  8( )w z , 56( )w z  and '( )g z  are polynomials, and have the form:  

7 6

8 6 5 0( ) ...w z w z w z w z     , 56 7( )w z w  , 

7 6

7 6 0'( ) ...g z g z g z g    .  

The binary representation of the polynomials 8( )w z  and 56( )w z  forms coefficients is consid-

ered in (1) binary sequences 8w  and 56w  . So computing ( )w z   in the finite field 
64(2 )GF  arithmetic corresponds to the formula (1), where 256 values of the table 7[ ]Mul w  is cal-

culated as 64-bit sequences with the binary representation of coefficients 7 7 7 6 7 0( , ,..., )w g w g w g  a 

polynomial  
7 6

56 7 7 6 0( ) '( ) ( ... )w z g z w g z g z g       

for each with 256 possible values 
8

7 (2 )w GF . 

If z   then:  
8 7 0

7 1 0...g g g       , 

so  
1 7 1 6 1 0 1 1

0 0 7 0 1...g g g g g z            , 

then  
1

8 0( ) ( ) ( ) ''( ),w z w z w z g z 

    

where 8( )w z , 0 ( )w z  and ''( )g z  are polynomials, and have the form:  

6 5

8 7 6 1( ) ... ,w z w z w z w      

0 0( )w z w , 

1 7 1 6 1

0 0 7 0 1''( ) ...g z g z g g z g g      .  

The binary representation of the polynomials coefficients 8( )w z  and 0 ( )w z  forms is considered 

in (2) binary sequences 8w   and . So computing 
1( )w z    in arithmetic of the finite field 

64(2 )GF   corresponds to formula (2), where 256 values of the table 1 0[ ]Mul w
  is calculated as 64-

bit sequences with the binary representation of coefficients 
1 1 1

0 0 0 0 7 0 0 1( , ,..., )w g w g g w g g  
 a poly-

nomial  
1 7 1 6 1

0 0 0 0 7 0 1( ) ''( ) ( ... )w z g z w g z g g z g g        

for each with 256 possible values 
8

0 (2 )w GF .  
 

11  Software performance of “Strumok”  

For the generation key stream rate research, we realized experiment as the well-known symmet-

ric cryptographic transformation on equal terms. List of algorithm, source of specification and brief 

information are given in the table 1. The testing results based on the criterion for long streams en-

cryption [20] are shown in the table 2. As we can see from the data in the table, the keystream 

“Strumok” generator enables pseudo-random sequences forming with speeds exceeding of 10 Gbit 
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per sec. By this measure, it is ahead of almost all the most common ciphers including the algorithm 

SNOW 2.0.   

Table 1 – List of algorithm 

Names cipher 
Source of  

specification 

State size, 

bit 

Key size, 

bit 

Size IV, 

bit 

AES 
FIPS-197, CRYPTREC, 

ISO/IEC 18033-4 
128 

128, 

256 
256 

Kalyna DSTU 7624:2014  

128, 

256, 

512 

128, 

256, 

512 

128,  

256,  

512 

HC eSTREAM 
128, 

256 

128, 

256 

128,  

256 

MICKEY eSTREAM 160 128 128 

RABBIT 
ISO/IEC 18033-4,  

eSTREAM 
513 128 64 

SALSA-20 eSTREAM 512 128 64 

SNOW2.0 ISO/IEC 18033-4 512 
128, 

256 

128, 

56 

SOSEMANUK eSTREAM 512 128 128 

TRIVIUM 
eSTREAM, ISO/IEC 

29192-3 
288 80 80 

Enocoro ISO/IEC 29192-3 272 
80, 

128 
64 

CRYPTMT3 eSTREAM 128 128 64 

DECIMv2 
ISO/IEC 18033-4,  

eSTREAM 
288 128 128 

RC4 
Список рассылки  

Cypherpunks 
256 256 – 

KCIPHER-2 
ISO/IEC 18033-4, 

CRYPTREC 
640 128 128 

GRAIN eSTREAM 128 128 96 

MUGI ISO/IEC 18033-4 128 128 128 

Strumok-256 
This article 1024 

256 
256 

 Strumok-512 512 

 
Table 2 – Performance evaluation of ciphers  

CIPHERS 
Intel Core i7-

6820HQ 2.7 Gh 

Intel Core i7-

5500u 2.4 Gh 

Intel Pentium 

P6200 2.13 Gh 

AES-128 2,48 1,75 1,12 

AES-256 1,66 1,18 0,80 

Kalyna-128 2,56 1,79 0,83 

Kalyna-256 1,71 1,21 0,57 

Kalyna-512 1,42 0,99 0,46 

HC-128 11,46 7,69 4,25 

HC-256 5,13 3,88 2,03 
 



ISSN 2519-2310  CS&CS, Issue 1(9) 2018 

 12 

 

a continuation Table 2 

CIPHERS 
Intel Core i7-

6820HQ 2.7 Gh 

Intel Core i7-

5500u 2.4 Gh 

Intel Pentium 

P6200 2.13 Gh 

MICKEY-128 0,07 0,05 0,03 

RABBIT 3,65 2,77 1,64 

SALSA-20 3,02 2,06 1,41 

SNOW2.0-128 8,76 5,43 3,67 

SNOW2.0-256 8,72 5,54 3,59 

SOSEMANUK 4,07 2,56 1,82 

TRIVIUM 3,89 2,78 1,89 

CryptMT3 5,92 4,63 4,04 

DECIM-128 0,01 0,01 0,01 

RC4 3,58 3,21 1,67 

KCIPHER-2 0,40 0,40 0,31 

GRAIN 0,01 0,01 0,00 

MUGI 3,62 2,98 2,58 

Strumok-256 13,31 10,04 5,10 

Strumok-512 13,70 9,74 5,08 

 

 

Conclusions 

Strumok in its conceptual scheme similar to the SNOW 2.0. But SNOW 2.0 focused on the use of 

32-bit computing systems, while “Strumok” is intended for use in more powerful 64-bit computing 

systems. With this in “Strumok” increased rate of formation of the pseudo-random sequence, as 

used by 64-bit words to store encryption keystream. The conducted comparative tests have shown 

that the “Strumok” on 32-bit computing systems also shows good performance results. Using a pre-

computation increases the speed of the algorithm, since there is no need to make complicated calcu-

lations during the generation of the keystream.    

In the “Strumok” algorithm, compared with SNOW 2.0, it is increased the length of the secret 

key and the initialization vector. This allows us reliably apply a stream cipher even with taking into 

account quantum methods of cryptographic analysis. Thus, in aggregate of properties, the 

“Strumok” can be considered as a candidate for the symmetric encryption national standard of 

Ukraine.  
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Потоковий шифр "Струмок".  

Анотація.  У роботі представлені основні результати розробки нового генератора ключів «Струмок», який пропону-

ється в якості кандидата на національний стандарт симетричного шифрування України.  «Струмок» побудований на 

схемі SNOW 2.0-like генератора підсумовування. Збільшена довжина секретного ключа і вектор ініціалізації дозволя-

ють надійно використовувати шифр потоку навіть з урахуванням методів квантового криптографічного аналізу. На 

відміну від SNOW 2.0 «Strumok» призначений для використання в більш потужних 64-розрядних обчислювальних 

системах. Проведені порівняльні тести показали, що «Strumok» на 32-розрядних обчислювальних системах також по-

казує хороші результати. Представлені основні перетворення і окремі результати дослідження продуктивності шифр у-

вання, розглянуто генератор, якій забезпечує формування потоку ключів зі швидкістю, що перевищує 10 Гбіт / сек.  

 

Ключові слова: шифрування; потоковий шифр; синхронний генератор ключів; псевдовипадкова послідовність.  
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Потоковый  шифр  "Струмок".   

Аннотация. В работе представлены основные результаты разработки нового генератора ключей «Струмок», который 

предлагается в качестве кандидата на национальный стандарт симметричного шифрования Украины. «Струмок» пост-

роен на схеме SNOW 2.0-like генератора суммирования. Увеличенная длина секретного ключа и вектор инициализа-

ции позволяют надежно использовать шифр потока даже с учетом методов квантового криптографического анализа. В 

отличие от SNOW 2.0, «Струмок» предназначен для использования в более мощных 64-разрядных вычислительных 

системах. Проведенные сравнительные тесты показали, что «Струмок» на 32-разрядных вычислительных системах 

также показывает хорошие результаты. Представлены основные преобразования и отдельные результаты исследова-

ния производительности шифрования, рассмотрен генератор, обеспечивающий формирование потока ключей со ск о-

ростью, превышающей 10 Гбит / сек. 

 

Ключевые слова: шифрование; потоковый шифр; синхронный генератор ключей; псевдослучайная последовательность. 
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