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Anomauin: This work presents the main developing results of a new keystream generator, which named “Strumok”,
and offered as a candidate for the national symmetric encryption standard of Ukraine. “Strumok” is built on
SNOW 2.0-likes schema of the summation generator. Increased secret key length and the initialization vector allow
using reliably the stream cipher even taking into account quantum cryptographic analysis methods. Unlike SNOW
2.0, Strumok is designed for use in more powerful 64-bit computing systems. The conducted comparative tests have
shown that the “Strumok” on 32-bit computing systems also shows good performance results. There are basic trans-
formation and individual results from the cipher performance research, here is it is shown the generator, which is
capable of forming a keystream at speeds exceed of 10 Gbit per sec.
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1 Introduction

An important cryptographic information protection mechanism is a stream symmetric encryption
[1,2]. It uses for providing services of information confidentiality and integrity (as an additional
service) during data processing in information, telecommunication and information-
telecommunication systems [1].

Recent years the requirements for modern streaming encryption algorithms have significantly in-
creased [3-5]: on the one side, it is necessary to provide a high-speed cryptographic transformation
(more than 10 Gbit per sec), on the other side, it have to withstand effectively for the latest methods
of cryptographic analysis including methods using of quantum computation. Therefore, the devel-
opment, research and a gradual introduction of new stream symmetric encryption methods is an ac-
tual and extremely important the national level scientific and applied problem. Usually a streaming
encryption operation is a bitwise XOR operation between a keystream and a message.
ISO/IEC 18033-4:2011 describes the output functions for different stream ciphers and certain pseu-
dorandom numbers generators, which used for restricted information protecting, in particular to en-
sure the information confidentially when processing is going on [6]. The work objective is to pre-
sent the main results of new pseudorandom number generator (a keystream) developing, which
named “Strumok”, and is proposed as a candidate for the national symmetric encryption standard of
Ukraine [7-18]. The “Strumok™ generator provides a high forming keystream rates (over 10 Ghit
per sec) that exceeds most known algorithms and is suitable for using in a post-quantum environ-
ment.

2 General Parameters

In basics of Strumok algorithm lies the classical summing generator schema [1,2,6,7], which
similar to the SNOW?2.0 generator as defined in ISO/IEC 18033-4:2011 [6]. The Strumok algorithm
uses the 256-bit initialization vector IV and the 256 or 512-bit secret key K and provides high and

© Gorbenko 1., Kuznetsov A., Gorbenko Yu., Alekseychuk A., Tymchenko V., 2018 4


mailto:gorbenkoi@iit.kharkov.ua
mailto:kuznetsov@karazin.ua
mailto:gorbenkou@iit.kharkov.ua
mailto:alex-dtn@ukr.net
mailto:tvlad.tyma@gmail.com
mailto:mkarpinski@ath.bielsko.pl

ISSN 2519-2310 CS&CS, Issue 1(9) 2018

ultra-high resistance, taking into the possible using account of quantum cryptographic analysis. The
crypto algorithm is oriented on 64-bit computing systems, so the word size is set to 64 bits.

The main generator components are the linear feedback shift register (LFSR) and the finite-state
machine (FSM), in which performed a non-linear transformation. The input data are used for initial-

izing the variable state S, =(s”,r®), i>0, which consists of eighteen 64-bit blocks (words) that
has two components: 16 variables s” — words of the LFSR: s© = (s,s%,...,s); two words of the
FSM r®@: r® =(r® ). On the output, it gets a keystream, which formed with 64-bit words Z,.

A schematic operation representation of keystream Strumok generator is in an arbitrary moment
of the time i, it is represented in Fig. 1.

The feedback taps in the LFSR are constructed over the finite field GF(2*) by a primitive poly-

nomial: f(x)=x"°+x"+a'x" +a, where « is the root over the finite field GF(2°) of the pri-

mary polynomial:
g(z) — Z8 +ﬂ17027 +ﬂ16626 +ﬂ225+ﬁ224z4 +ﬂ7023+ﬂ2-
In turn, the finite field GF(2°) is constructed over a GF(2) field by a primitive polynomial:
P(Y) =y’ +y +y +y* +1,
and the polynomial coefficients g(z)are submitted through degree of a primitive element S of the
finite field GF(2°) thatis S — the root of a polynomial p(y) Thus, we have an extension:
GF(2) c GF(2°) =« GF (2*) c GF (2",
where: the finite field GF(2'°*) is given by output of feedback the LFSR as a quotient ring
GF (2°)[x]/ (f (x)); the finite field GF(2*) is given as a quotient ring GF (2°)[z]/(g(2)) ; the fi-
nite field GF(2°) is given as a quotient ring GF (2)[y]/ (p(y)) . Therefore, output sequence period
of the LFSR is maximal and equals of 2'%* —1.

Fig.1 - Conceptual scheme of the “Strumok” keystream generator in generating gamma
cipher mode (a keystream)

Structurally in the Strumok algorithm, it can distinguish three main functions:
e The initializing function Init that takes the key K (256 or 512 bits) and initialization vector
IV (256 bits) as the input data, and produces the initial value of the variable state S, = (s, r®);

e The next-state function Next, which takes the variable state S, into the input and produces
the next value of the variable state S, =(s“®,r®). The Next function can be in two modes,
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which depending on how the iteration performed — as part of the implementation or as normal mode
of generating output data.

e The keystream function Strm that takes the variable state S. into the input and produces at
the output 64-bit a keystream Z; .

3 Initialization function Init

The initializing function of the internal state is described as follows.

Input: 256 or 512-bit a key K, 256-bit an initialization vector IV.

Output: the initial value of the variable state S, = (s®,r®).

The key for the stream cipher version Strumok-256 can represented as four 64-bit words
K =(K;,K,,K;,K,) and for the 512-bit a key — in the form K =(K,, K, K, K,,K;, K,, K, Ky),
where K,and K,s respectively 256 and 512 bits, the most significant words, and K, — the least
significant.

The initialization vector can represented in the form of four 64-bit words
IV =(1V,, IV,, IV, 1V,), where IV, and 1V, is respectively the most and the least significant words.

1. Itis entered the key value in 16 words of the LFSR.

For a 256-bit version, the following operations are performed'

( -33) ( -33) __ (-33) __ (-33) _ (-33) _ ( -33) _ ( 33) ( -33) _
Si5 _ﬁK K Siz =K,y Sy 31511 0 Si __'Kl’ 9 Kz’ 3 =K

s§33>=ﬁKo,sg33>=ﬁK $P =K, @1V, s{*¥ =K,, s<33) K, @1V, s{ =K @1V,
£ =K, i =K, ®1V,.

31

For a 512-bit version:
Sl(533) 51(;33) =—K,, 31(333) _ S( -33) _ K,, 51(133) =—K,, Sl(033) _ S(—33) =—K,,
¥ =K, @ IV,, s©® =—K,, s( o _ =K, s{¥ =K, ® |v2, s{3 =K, s< P=K,®IV,,
s$ =K., 57 =K,, s$? =K, @1V,
2. It performs 32 tacts of triggering without generatmg a key stream, i.e. two full cycles. Formal-
ly, it is presented as follows: S_, = Next*(S_,, INIT) which means 32 iterations to perform the Next

function in the initialization mode INIT, S_, = (s"*¥,r) the values of the variable state are cal-
culated in previous step.
3. The initial value of the variable state S,calculated, according to the rule: S, = Next(S ,) i.e.

by executing the Next function in normal mode.
4. Get the output value of the variable state S .

4 Next-state function Next

The function of next-state, is described as follows.
Input: the variable state S, = (s®, r®) selected mode (normal or initialization mode).

Output: the next value of the variable state S, , = (s, r().

1. A nonlinear substitution performed to update the value of the word r{*’the FSM. For this
value, the T function is calculated: ™ =T(r").

2. The value of the word r* FSM is updated. For this value calculated, as following:

D =0 4, s where +,, denotes the operation of adding integers by modulus 2* (in the
scheme of the cipher, see Fig. 1 this operation is marked as H).
3. The 15 words value LFSR is updated s{"* =s{, wherej=0, 1, ..., 14.

j+l
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4. The value of the 16-th word the LFSR is updating. If the normal mode the Next function, the
value of this word computing by the rule:

S = (50 ®a) & (s ®a ) @),
If initialization mode INIT of the Next function is set, the value is computing by the rule:
s =FSM (s, 1, ") @ (s’ ®a) @ (sf) ®a ™) Dy
The multiplication operations ® on aand on «*, as well as the essence of the FSM function
explained further.

5. The variable state S, = (s, r®)value is calculated and outputs.

The conceptual scheme of keystreams “Strumok” generator, when performing the Next function
in the initialization mode is shown in Fig. 2.

/T\1

15 1714 |13 11 0

Fig.2 - The conceptual scheme of keystreams “Strumok”” generator in initialization mode
of the Next function

5 Keystream function Strm

Input: the variable state S, = (s®,r®).
Output: 64-bit a key stream Z,
1. The value is calculated
Z, = FSM(s{ 10, 1) @50,
2. Get the output value Z;.

6 Function finite-state machine FSM

The finite-state machine function is marked as FSM (x,y,z) and described as following.
Input: three 64-bit words x, y and z.

Output: 64-bit word q.

1. The value is calculated q=(X+,, y)©®z.

2. Get the output value g.

7 Function nonlinear substitution T

The nonlienar substitution of the T function implements finite field GF(2*') rearrangment ele-

ments using the components of the block symmetric cryptographic transformation national standard
DSTU 7624:2014 [19].
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Input: 64-bit word w.
Output: 64-bitword T =T (w).

1. The input word w is divided into 8-bit sub-blocks w; : W= (W,, W, ..., W, ).

2. For each sub-blocks w; is performed the DSTU 7624:2014 algorithm substitution using four
table transformation 7, 7, 7,,7,. As a result an output vector formed r=(r,r,...1,),

[ =7 jmoaa | W; |, Wherej=0,1,....7.

3. The vector calculated q=(0,,0,....q,) using the rule (as in DSTU 7624:2014):
g =(v>>>i)r", where v given in hexadecimal form and v =(01,01,05,01,08,06,07,04), >>>i
- a cyclic shift operation on i bits to the right, i=0,1,...,7, r' =(ro,r1,...,r7 )T and the elements of

the vectors r and q interpreted as elements of the final field GF (2°%), which is given as a quotient

ring GF(2)[yl/ (p(y))-
4. Get the output value g, which interpreted as a 64-bit word.

The vector quick calculation (qo,ql,..., q7): Q is implemented by the rule:
QT :TO[WO]G_)Tl[wl]®T2[W2]®T3[W3]®T4[W4]®T5[W5]®T6[W6]®T7[W7]’

where:

01 01
04 01
07 04

Tlal=| o |-7ofa). Tial=| o | fal,
01 08
05 01
01 05
05 01
01 05
01 01

Tlal=| oo | mula], Thal=| |- [a]
06 07
08 06
01 08
08 06
01 08
05 01

Tlal=| o) | molal Tlal=| o) [l
04 01
07 04
06 07
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07 04
06 07
08 06
T,[a]= 8; - ,[a], T,[a]= (())? - 4[a].
01 05
01 01
04 01

The constant tablesT.[a], 1=0,1,...,7 using enables significantly reducing the operations num-

ber, in particular the nonlinear substitution function, is calculated seven XOR operations over 64-bit
words.

8 Multiplications of o in GF(2*)

Multiplication on « in the finite field GF(2*) arithmetic is implemented by a table of pre-
calculus Mul,, which contains 256 rows of 64 bits in each.

1. The value is calculated

W' = (W << 8)® Mul_[w>>56] (1)

where:

e w<<8 is the result of a shift to the left (towards the higher significant bits) 64-bit word w
on 8 bits with the filling of the less significant bits with zero values.

e w>>56is the result of a shifting to the right (towards the less significant bits) 64-bit word w
on 56 bits with the filling of the higher significant bits with zero values. Eight less bits of the vector

w>>56is interpreted as the finite field GF(2%) element for indexing the table of pre-calculus
Mul;

e Mul_[c]- 64-bit value the table of pre-calculus in the row with the index ¢ e GF(2°), where
Mul_[c] e GF(2*).

2. Get the output value w'.

_ 64
9 Multiplications of & "in GF(27)

Multiplication on " in arithmetic of the finite field GF(2*) is implemented by a table of pre-
calculus Mul _,, which contains 256 rows of 64 bits in each.

1. The value is calculated

w'=(w>>8)®Mul ,[w&y] (2

where:

e w>>8 is the result of a shifting to the right (towards the less significant bits) 64-bit word w
on 8 bits with the filling of the higher significant bits with zero values.

e W&y is a bitwise conjunction result of words w and y, which is in the hexadecimal form

» =00000000000000FF . The eight less significant bits of the vector w& y is interpreted as an el-
ement of the finite field GF (2°) for indexing the table of pre-calculus Mul ..
3. Get the output value w'.

10 Value tables-constant Mul, and Mul__,

For the fast encryption there are used tables of pre-calculus Mul , and Mula,l. This allows sig-
nificantly reduce the number of operation to handle the input data.
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The polynomial that defines feedback of the LFSR has the expression g(z). Thus, each word of
the LFSR stores a 64-bit sequence w, which is represented as eight sub-blocks w; of 8 bits in each:

W =(W,, W,...,W, ), which is interpreted as coefficients of a polynomial w(z) e GF(2°)[z]/(9(2))

If o =zis aroot with a primitive polynomial of the GF(2°):

9(2)=2"+g,2" +..+g,
then:
W(Z)-a=W_g(2) +W_4(2)-9'(2),
where W_,(z), W_.;(z) and g'(z) are polynomials, and have the form:
W (2) = W2 +W2° +.. Wz, W (2) = Wy,
9'(2)=0,2" +g2° +..+9,.

The binary representation of the polynomials w_,(z) and w_(z) forms coefficients is consid-
ered in (1) binary sequences w<<8 andw>>56. So computing W(z)-« in the finite field
GF(2*) arithmetic corresponds to the formula (1), where 256 values of the table Mul_[w,] is cal-
culated as 64-bit sequences with the binary representation of coefficients (w,g,,w,g,,...,W,g,) a
polynomial

W>>56(Z) 9'(2)= W7(g727 + 9626 ot go)

for each with 256 possible values W, € GF(2°%).

If =2z then:
®=g,a' +..+ga+0,0°,
o)
9, @’ +0,'9,0°+..+9, g’ =t =27,
then
W(z)o " =W_4(2) +Wy(2)- 9 "(2),
where w_,(z), wW,(z) and g"(z) are polynomials, and have the form:

W (2) =W, 2° + W, Z° +...+ W,
WO(Z) = WO )
9"(2)=0,'2"+95°9,2" +.. 49y Gy .

The binary representation of the polynomials coefficients w_,(z) and w,(z) forms is considered

in (2) binary sequences w>>8 andy. So computing W(z)-a in arithmetic of the finite field

GF(2*) corresponds to formula (2), where 256 values of the table Mula,1 [w,] is calculated as 64-

bit sequences with the binary representation of coefficients (W,g, ", W,d, 'd,,..., W,d, 'g,) a poly-

nomial

Wy (2)-9"(2) =W, (952" +95'9,2° +...+95'0,)

for each with 256 possible values W, € GF(2°).

11 Software performance of “Strumok”

For the generation key stream rate research, we realized experiment as the well-known symmet-
ric cryptographic transformation on equal terms. List of algorithm, source of specification and brief
information are given in the table 1. The testing results based on the criterion for long streams en-
cryption [20] are shown in the table 2. As we can see from the data in the table, the keystream
“Strumok” generator enables pseudo-random sequences forming with speeds exceeding of 10 Gbit

10
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per sec. By this measure, it is ahead of almost all the most common ciphers including the algorithm

SNOW 2.0.
Table 1 — List of algorithm
Names cioher Source of State size, | Key size, | Size 1V,
b specification bit bit bit
FIPS-197, CRYPTREC, 128,
AES ISO/IEC 18033-4 128 256 256
128, 128, 128,
Kalyna DSTU 7624:2014 256, 256, 256,
512 512 512
128, 128, 128,
HC eSTREAM 256 256 256
MICKEY eSTREAM 160 128 128
ISO/IEC 18033-4,
RABBIT eSTREAM 513 128 64
SALSA-20 eSTREAM 512 128 64
128, 128,
SNOW?2.0 ISO/IEC 18033-4 512 256 56
SOSEMANUK eSTREAM 512 128 128
eSTREAM, ISO/IEC
TRIVIUM 29192-3 288 80 80
Enocoro ISO/IEC 29192-3 272 2?38 64
CRYPTMT3 eSTREAM 128 128 64
ISO/IEC 18033-4,
DECIMv2 eSTREAM 288 128 128
RC4 Crrcok pacchUIKU 256 256 B
Cypherpunks
ISO/IEC 18033-4,
KCIPHER-2 CRYPTREC 640 128 128
GRAIN eSTREAM 128 128 96
MUGI ISO/IEC 18033-4 128 128 128
Strumok-256 N 256
StUMOK-512 This article 1024 512 256
Table 2 — Performance evaluation of ciphers
CIPHERS Intel Core i7- Intel Core i7- Intel Pentium
6820HQ 2.7 Gh 5500u 2.4 Gh P6200 2.13 Gh
AES-128 2,48 1,75 1,12
AES-256 1,66 1,18 0,80
Kalyna-128 2,56 1,79 0,83
Kalyna-256 1,71 1,21 0,57
Kalyna-512 1,42 0,99 0,46
HC-128 11,46 7,69 4,25
HC-256 5,13 3,88 2,03

11



ISSN 2519-2310 CS&CS, Issue 1(9) 2018

a continuation Table 2

CIPHERS Intel Core i7- Intel Core i7- Intel Pentium
6820HQ 2.7 Gh 5500u 2.4 Gh P6200 2.13 Gh
MICKEY-128 0,07 0,05 0,03
RABBIT 3,65 2,77 1,64
SALSA-20 3,02 2,06 1,41
SNOW2.0-128 8,76 5,43 3,67
SNOW?2.0-256 8,72 5,54 3,59
SOSEMANUK 4,07 2,56 1,82
TRIVIUM 3,89 2,78 1,89
CryptMT3 5,92 4,63 4,04
DECIM-128 0,01 0,01 0,01
RC4 3,58 3,21 1,67
KCIPHER-2 0,40 0,40 0,31
GRAIN 0,01 0,01 0,00
MUGI 3,62 2,98 2,58
Strumok-256 13,31 10,04 5,10
Strumok-512 13,70 9,74 5,08
Conclusions

Strumok in its conceptual scheme similar to the SNOW 2.0. But SNOW 2.0 focused on the use of
32-bit computing systems, while “Strumok ” is intended for use in more powerful 64-bit computing
systems. With this in “Strumok” increased rate of formation of the pseudo-random sequence, as
used by 64-bit words to store encryption keystream. The conducted comparative tests have shown
that the “Strumok ” on 32-bit computing systems also shows good performance results. Using a pre-
computation increases the speed of the algorithm, since there is no need to make complicated calcu-
lations during the generation of the keystream.

In the “Strumok” algorithm, compared with SNOW 2.0, it is increased the length of the secret
key and the initialization vector. This allows us reliably apply a stream cipher even with taking into
account quantum methods of cryptographic analysis. Thus, in aggregate of properties, the
“Strumok” can be considered as a candidate for the symmetric encryption national standard of
Ukraine.
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MMoTokoBuii mudpp "Crpymox".

AHoTamiss. Y po0oTi mpeacTaBieHi OCHOBHI Pe3y/lIbTaTH PO3POOKH HOBOTO reHepaTopa KiouiB «CTpyMOK», SKHH MPOMOHY-
€ThCS B SIKOCTI KaHAMJaTa Ha HALlIOHAIBHUH CTaHAApT CHMETpH4YHOTo mubppyBanHs Ykpainu. «CTpyMok» nmobymoBaHuil Ha
cxemi SNOW 2.0-like renepaTtopa nigcymoByBaHHs. 30ijblleHa JTOBKHHA CEKPETHOTO KIII0Ya 1 BEKTOp iHimiamizanii 103Bos-
I0Th HAJIHO BUKOPHCTOBYBAaTH IIU(P MOTOKY HABITH 3 ypaxyBaHHSIM METOMIB KBaHTOBOTO KpumnTorpadidHoro anamizy. Ha
BimMminy Big SNOW 2.0 «Strumok» mpusHadeHUil 1Is BUKOPUCTAHHSA B OUIBII MOTYXHHUX 64-pOo3psSAHHX OOYHCIIOBATBHHUX
cucteMax. [IpoBeseHi MOPIBHSUIbHI TECTH MOKa3ajH, Mo «Strumok» Ha 32-po3psaaHuX 00YHMCIIOBAIBLHUX CHCTEMAX TAKOX IMO-
Ka3ye xopori pe3ynbTaTd. [IpeactaBieHi OCHOBHI IEPETBOPEHHS 1 OKpeMi pe3yIbTaTH AOCIiIKEHHS MPOAYKTUBHOCTI MU y-
BaHHsI, PO3TJIHYTO T'eHEpaTop, sKiil 3a0e3neuye (opMyBaHHS NOTOKY KJI04iB 31 MIBUAKICTIO, 10 nepeBuinye 10 I'GiT / cek.

Kiwuosi cioBa: mudpyBaHHs; MOTOKOBUH MHADP; CHHXPOHHUHA TeHepaTop KIIOYiB; IICEBIOBHUITIAIKOBA ITOCIIIOBHICTb.
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HotokoBbiii mupp "Crpymox".

AHHoTanus. B paboTe npeacraBieHbl OCHOBHBIC PE3YJbTaThl pa3pabOTKH HOBOTO reHepartopa kioueil «CTpyMOK», KOTOPBIH
IpeJyIaraeTcs B KauecTBe KaHANWAaTa Ha HAI[MOHAIBHBIH CTaHIApT CHMMETpUYHOTrO mudpoBanus YkpanHsl. «CTpyMOK» MOCT-
poeH Ha cxeme SNOW 2.0-like renepaTtopa cyMMHpOBaHUsA. YBEIUUYCHHAS IJIMHA CEKPETHOTO KIII0Ya M BEKTOP WHULIHATH3A-
LMY TI03BOJIIOT HAJE)KHO NCHOIB30BaTh MMM MOTOKA aXKe ¢ yYETOM METOAO0B KBAaHTOBOTO KpHunTorpaduyeckoro anammsa. B
omimmune o SNOW 2.0, «CTpyMoKk» mpeaHa3Ha4YeH AJS HCIONb30BAaHUSA B 00Jiee MOIIHBIX 64 -pa3psOHBIX BBIYMCIUTEIBHBIX
cucremax. [IpoBelqeHHBIE CpaBHUTENBHBIE TECTHl MOKa3aud, 4To «CTpyMoOk» Ha 32-pa3psaHBIX BBIYMCIMTEIBHBIX CHCTEMax
TaK)Ke MOKa3bIBACT XOPOIINE pe3yibTarhl. [IpescTaBieHbl OCHOBHEIC NPEOOpa30BaHMs M OTIENBHBIE Pe3yIbTaThl HCCIEIOBa-
HUSI IPOM3BOAMTEIBLHOCTU HIM(POBAHUSA, PACCMOTPEH I'eHepaTop, obecneynBaroiinii GopMUpoBaHHE MOTOKA KIIOUEHl CO CKO-
pocThio, npepbimaroimeii 10 ['ouT / cek.

KuroueBnble ciioBa: I_HI/Id)pOBaHI/Ie; ITOTOKOBBIN HII/I(bp, CI/IHXpOHHI)Iﬁ reéseparop KHIO'{efl; HCCBI[OCJ'Iy‘{aI\/'IHaﬂ oCJICA0BATC/IbHOCTD.
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