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Abstract. Requirements are formulated for the choice of complex signals systems — data carriers for use in multi-user
broadband telecommunication systems (BTS), which are increased requirements for noise immunity, electromagnetic
compatibility, stealth operation and information security data. Conceptual bases are presented of synthesis for a new
class of complex signals — cryptographic signals (CS). The justified advisability of application of CS protected BTS,
including the construction of derivative signal systems to improve the performance of noise immunity, interference
immunity, electromagnetic compatibility transmission security and information security data in protected BTS.
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1 Introduction

In the conditions of the development of modern technologies, the commissioning of new control
and communication systems, as well as the development of computer and information technologies,
a single information and telecommunication space is being created that covers many countries, a
gradual transition of communication and automation systems to modern digital ways of transmitting
and processing information, automation of management processes is carried out. Moreover, the re-
quirements for electromagnetic compatibility of systems and facilities, integrity, reliability, confi-
dentiality, data authenticity in the process of their storage, transmission and processing are constant-
ly increasing, especially in critical systems of state and regional level. The fulfillment of these re-
quirements is inextricably linked with the need to generalize the already accumulated world experi-
ence in the field of information communications and completely depends on the degree of deploy-
ment of advanced information technologies for the information transmission and processing.

The rapid growth of information communications and the continuous development of technical
means for their provision contribute to the fact that setting the tasks of managing telecommunica-
tions networks, traffic, information security, services and quality of service are substantially chang-
ing. Meanwhile, such indicators of the effectiveness of information communications systems (ICS),
such as electromagnetic compatibility, noise immunity, information security, depend to a significant
extent on the properties of physical carriers of information — signals.

Electromagnetic compatibility (EMC) implies the conflict-free existence of various radio engi-
neering systems. Obviously, it is impossible to completely exclude the mutual influence of different
systems, the functioning of which is carried out in some relatively small area (for example, frequen-
cy domain). The task of the system's developer (user), e.g. telecommunications systems, is the elim-
ination or reduction to an acceptable level of undesirable effects of the system, e.g. electromagnetic
waves, on other systems. To the ICS, increasingly stringent requirements for ensuring the efficiency
of operation in conditions of complex external influences: natural and deliberate interference, inter-
ference from other radio systems operating at close frequencies or in the general section of the fre-
quency range.

Modern wireless ICS (e.g. cellular and satellite systems), refer to multi-user systems. In such
systems, a plurality of channels is located within a common frequency-time resource, so that each
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subscriber is able to transmit and receive information simultaneously with and independently of
other subscribers. When designing such systems, the main problem is the choice of the multiple ac-
cess method, i.e., the possibility of simultaneous use by many subscribers of the communication
channel with minimal mutual influence. If it is necessary to service a large number of subscribers,
the time-frequency resource should be significant. One of the problems of multi-user systems is the
need to effectively use the frequency band, ensuring the maximum density of radio engineering
means per unit bandwidth. This raises another problem of electromagnetic compatibility of radio
equipment (subscribers) operating in the general frequency band allocated for the system. One of
the methods for increasing the efficiency of using the frequency range in terms of electromagnetic
compatibility is the use of code division of channels (subscribers) operating in the common fre-
quency band, also known as code division multiple access (CDMA). With this method of infor-
mation transfer, each subscriber is allocated in a wideband signal (signature) from a plurality of or-
thogonal signals, and each signal occupies the entire band and the entire time interval. In this case,
when a user signal occupies both the entire available band and the entire time interval, that is, the
need to apply an orthogonal multiple access scheme in which all user signals are broadband. Such a
multi-user system will have all the advantages of broadband technology [1]. In an asynchronous
multiple access method with CDMA, the delays of various signals at the input of the receiver can
vary over a wide range. In this case, the procedure for synchronizing broadband signals (signatures)
becomes problematic. This is due to the fact that the signatures of different subscribers, having
overlapping spectrum, cannot remain orthogonal in a wide range of mutual delays. The conse-
quence of this is the occurrence of an inter-user interference (multiple-access interference), the
manifestation of which is the non-zero response of the receiver tuned to the i-th subscriber from the
signals of other subscribers. For applications of telecommunication systems in which an asynchro-
nous method with CDMA is used, the choice of signals must be made in such a way as to minimize
mutual interference, i.e. ensure electromagnetic compatibility. In particular, such user signals (sig-
natures) must have special properties of mutually correlating functions.

2 The problem of electromagnetic compatibility in information systems

When studying the EMC problem, we will assume that there are two parties involved in the in-
formation exchange process. The first of these is the system that carries out the data transfer (let's
call it the "radiating system™). The second is the system adjacent to the first (the "interacting” sys-
tem). For the radiating system, the signals of the interacting system can be interpreted as interfer-
ence (narrowband, broadband, structural, retransmitted, etc.). We also assume that the most char-
acteristic type of interference acts in the channel, described by a Gaussian random process whose
spectrum coincides with the signal spectrum. With this approach, the error probability depends only
on the ratio g* of the signal to the total interfering effect. The indicated parameter is found from the
relation [1]:

q?=2E/No+P,/F, (1)

where: E — signal energy; Ny — spectral power density of thermal noise; P, — interference power;
F — bandwidth.

The term P,/F — in fact, an additional white Gaussian noise with spectral density P,/F.

As follows from the relation (1), the use of broadband technology (broadband signals) allows
successfully solving the problems of EMC systems and withstanding interference effects. It is quite
obvious that the wider the signal bandwidth F, the smaller the additional spectral density (at a con-
stant value of the interference power P,) and, thus, the ratio g° of the signal powers to the common
interfering effect is greater. It is extremely important, from the EMC point of view, that the peak
signal power may be limited by the relevant international and national regulatory documents, and
the extension of the signal band is realized not by increasing the signal duration, resulting in a de-
crease in signal energy and value g°.

Broadband (interference) interference affects the signal as an additional white Gaussian noise
with a power spectral density N,=P,/F. In this case, the ratio g2, the signal powers to the total inter-
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fering effect at the output of the matched filter of the radiating system will be estimated from the
relation

0% =2E/Ng+N,=2E/No+P,,/F. (2)

The last relation coincides with the relation (1). The only difference is that the interacting sys-
tem, the spectrum of which completely coincides with the signal spectrum of the radiating system,
can realize a much greater suppression effect in comparison with white Gaussian noise. In the case
where the ratio P,,/F much bigger No expression (2) takes the form

q°=2-E-F/P,=2-P-F-T/P, 3)

where P, T — respectively, the power and duration of the signal of the radiating system.

It follows from (3) that when limiting the peak power of the radiating and interacting systems,
the only method of ensuring EMC and noise immunity of data reception is the use of broadband
signals, i.e. signals having a large value of the product F-T, the so-called processing gain. The task
of the designer of ICS is to select such a processing gain that would provide a sufficiently low level
of the power spectral density of the applied signals with respect to the noise spectral density at the
input of the receiver of the neighboring system.

The above results are valid for the case when the noise is a normal random process and has a uni-
form spectral density. The neighboring system can use in the process of information exchange sig-
nals similar to those used by the radiating system, from the point of view of the law of manipula-
tion, creating so-called structural interference with an uneven spectrum. Under such conditions of
functioning of the ICS, noise immunity is largely determined by the similarity (difference) in signal
structures and interference, i.e. the way in which individual elements of a signal are suppressed.

Let the signal power of the radiating system - P_, and the power of the interfering component

produced by the interacting system - P,. The power of the signal component at the output of the
matched filter at the time of making the decision (reference) is proportional P_, and the power of

the interfering component PHRJ.Zk (), where RJ.Zk (t) — the cross-correlation function (CCF) of the

useful k-th signal and the j-th interfering signal. Value t is determined by the shift of the CCF rela-
tive to the reference time. The signal-to-noise ratio at the output of the optimum reception device
will be [2]:

2 _ Pc 4
T()=pre (1) @

o jk

The smallest signal-to-interference ratio will be

@)= (5)

n maX(T)

where R, —isamaximum value R; (7).

As follows from (5), in order to ensure a satisfactory EMC and in order to increase the noise
immunity of receiving data in multi-user ICS, it is necessary to select signals for which the maxi-
mum CCF peaks are minimal.

If the maximum peaks of CCF are reduced to the root-mean-square level 0= o, then the sig-
nal-to-interference ratio will be

HORES (6)

For example, if: 5° :i, then
2FT

51



ISSN 2519-2310 CS&CS, Issue 4(8) 2017

q° = L (7)
PH
where FT=B - signal base.
For discrete phase-shifted signals g2 = 1 (N — number of signal elements). For such signals
q° = PN 8
P

o

It follows from formulas (7), (8) that the increase in the signal base increases g (and hence the
noise immunity of the system). In addition, these expressions indicate the way of ensuring EMC of

systems operating in a sufficiently close region. This decrease in the ratio —< (in the case of an in-
In

crease in the radiation power of the station (P, )) by increasing the signal base of the radiating sys-

tem.

Typical for communication theory is the approach of developing an optimal receiver that will re-
store the information contained in the observed oscillation with the best quality. The determination
of the optimal processing algorithm based on the account of the specific properties of the transmit-
ted signal allows one to synthesize, in an optimal way, the signal itself, i.e. choose the best way of
its coding and modulation [1-4].

In communication theory, the most common model is a channel with additive white Gaussian
noise, in which the probability of a channel transforming a given input signal into an output obser-

vation y(t) (transition probability -P[y(t)|8(t)]) exponentially decreases with increasing square
of the Euclidean distance between the transmitted signal and the output observation [1]:

P[Y(t)ls(t):|=keXp(—Niod(s,y)j, (9)

where k — constant independent of S(t) and y(t), N, — single-sided white noise spectral density.
The Euclidean distance between S(t) and y(t) is defined as

d(S,y)= J}[y(t)—S(t)]zdt. (10)

According to relations (9) and (10), the similarity of the signal (the probability that it is convert-
ed by the channel into observation y(t)) decreases with increasing Euclidean distance between S(t)
and y(t). In the case of equal probability of all source messages, the maximum likelihood criterion
(MLE) is the optimal strategy of the observer providing the minimum error in making a decision on
the actually transmitted signal. According to this rule, after the y(t) oscillation is accepted, the deci-
sion is made in favor of the signal for which the probability of its channel transformation into the
received observation y (t) is the largest (in comparison with the probabilities for other signals).

In view of the foregoing, the MP solution for the Gaussian channel can be transformed into a
minimum distance rule

d(S; y)=mind(S,y)=H;, (11)

i.e. the decision is made in favor of the signal S;(t), since it is closest (in the sense of the Euclide-

an distance) to the observation of y (t) among all possible signals.
Expanding the brackets in (10), we arrive at the relation
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d2(S,,y) = j y2(t)dt —2 j y(t)-S(t) + j st tdt =|y|* -2z +|is,|". (12)

where Z;- correlation between observation of y(t) and i-th signal S, ()

Z,=(y,,8) =] v, (©s; ()t (13)

The first term on the right-hand side of relation (12) is fixed for this observation and does not af-
fect the decision which of the signals was adopted. The last term is the energy of the i-th signal E;.
Then, the minimum distance rule (11) can be formulated as a rule of maximum correlation:

E =
Zj—?_max(zi 2). (14)

which means, in particular, that of M possible signals with the same energy, the one that has the
maximum correlation with the observation y(t).

One of the limitations in the synthesis of signals is the dimension of the signal space within
which their packaging is carried out. The physical essence of this limitation is due to the practical
resource, for example, the bandwidth of the frequency band. If the time-frequency resource in
which the M signals can be located is limited by the parameters AF a T, accordingly, one of the lim-
itations takes into account the bandwidth savings, while the second reflects the desire to transmit

data at an acceptable rate RzlogM|T. Then, according to the counting theorem, there is about

AFT independent samples that can be used in the synthesis of M signals, and each of the signals is
treated as a vector in a space of dimensionality ng=AFT .

The problem of selecting a set of signals can be formulated as follows: find in a space of a given
dimension ng a constellation of M vectors satisfying energy constraints and having the maximum
possible minimum distance between vectors dmin=max . With allowance for expressions (13)-
(14), signals with the smallest value of the maximum side lobe are preferred. Thus, the requirements
for the best signal can be formulated in the form of the following optimization problem: on the set
of all possible sequences of length N with symbols from a pre-selected alphabet, find a sequence or
sequences with the minimum value of the maximum lateral lobe of the correlation function.

3 Discrete signals synthesis methods

At present, there are no regular methods for synthesizing discrete sequences (DS) optimal by the
minimax criterion. Moreover, it is not possible to answer the question: how well-known signals
with a large number of N positions are close to optimal. Therefore, it is urgent to find effective
methods for synthesizing DS with good minimax properties.

One of these methods is based on the use of iterative algorithms [2]. With an appropriate choice
of the initial approximation and the use of integer optimization with respect to the minimax or me-
dium-level criteria, it is possible to obtain comparatively good signals in this sense. However, the
lack of iterative methods is a dependence on the initial approximation, a sharp increase in the calcu-
lation time of the signal with increasing N, and the fact that they lead only to a local extremum.

The method of synthesizing DP by means of a homomorphic map of the multiplicative groups of
the simple and extended Galois fields with the aid of the K-valued character [3] deserves attention.
Studies have shown that with the increase in the field characteristics and the number of classes, the
volume of calculations for directional search sharply increases.

Other methods assume the search for the necessary conditions for the existence of a DP with
given parameters. An example of such an approach is the following. It is known [1-5] that sequenc-
es with a good aperiodic autocorrelation function (ACF) can be found only among sequences with
good periodic ACF. At the first stage, a set of candidate sequences with a good periodic ACF is
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formed. At the second stage, an exhaustive search is performed by the criterion of the lowest level
of the side lobe maximum of aperiodic ACF among all cyclic shifts of one-period segments of can-
didate sequences. The result of the search is a sequence with a minimum value of the side lobes of
aperiodic ACF.

The known methods of synthesis of DP with given correlation functions are almost always
based on conducting operations to search through a variety of options for selecting the best result,
and for a significant period of DP, the application of such methods becomes problematic.

In multi-user systems with code division, families of discrete signals with special mutual correla-
tion properties are necessary. Synthesis of families of signals with the necessary cross-correlation
properties consists in the search for a family of sequences with corresponding mutually correlating
functions. In this paper, we present methods that allow the synthesis of systems of nonlinear dis-
crete complex signals with given, for certain ICS applications, correlation, ensemble, and structural
properties.

Since the code division is based on the difference in signals, the construction of multi-user sys-
tems and their characteristics are determined by the choice of signals and their properties. Usually
the number of subscribers is large enough, so the choice of signals for ICS applications (mobile
communication systems, space communication systems, etc.) is reduced to the synthesis of signal
systems with given ensemble, correlation and other properties. The development of multi-user ICS
based on code division of signals and led to research in the theory of signal systems.

The appearance in recent years of new areas of use of pseudorandom sequences required an addi-
tional and more thorough study of their ensemble, correlation, structural, and other properties. For
example, the increased interest in broadband has stimulated the study of aperiodic correlation func-
tions, and not just periodic ones. The application of code division multiplexing methods in systems
with multiple access and, as a consequence, the problems of EMC of various systems, required a
deeper analysis of the mutual-correlation properties. The necessity to counteract the mutual interfer-
ing influence of ICS led to the search (synthesis) of signals with specified correlation, structural,
ensemble, technological and other properties.

For most applications, in particular for broadband systems with multiple access, interesting are
not pairs, but large sets of sequences with good cross-correlation properties, improved ensemble
and structural properties. In some systems, the number of concurrent sequences can exceed several
hundred. There are large sets of periodic sequences (Kasami, Gold, etc.), which have comparatively
small side lobes of mutual-correlation functions [6-10]. To generate such sequences, shift registers
with linear feedback are used. The rules for constructing these classes of sequences indicate a low
structural concealment of the generated sequences, and, consequently, signals-physical carriers of
information in the ICS.

The need to use protected radio channels forces researchers to look at the modes of functioning
of the protected radio channels and the aspects of the formation and application of complex signals
in a new way. Therefore, in our opinion, today new approaches and new views are needed on the
application processes and functions of complex signals in order to create secure ISS. Fundamental
here, in our opinion, is a new understanding of the methods of ensuring information stealth and imi-
tation resistance, that is, functions that are implemented in traditional systems with the use of sys-
tems and means of cryptographic information protection [11]. A productive step, from the point of
view of a new direction in the use of complex signal systems, is the synthesis of so-called crypto-
graphic signal systems. Synthesis of such signals is based on the use of key data, and at the same
time, the signals must possess: absolute structural concealment with respect to the laws of their
formation and signal change in a dynamic mode; improved ensemble properties (exist for almost
any period value, have a significant amount of signal system); necessary to ensure the required val-
ue of noise immunity, correlation properties.

The authors formulated and solved the problem of synthesis of nonlinear cryptographic discrete
signals (CS) providing the required values of noise immunity, information and structural stealth of
the ICS operation [12-13]. In conditions of intensive information counteraction of the parties, inter-
ests and competition of which can manifest themselves in various spheres, including, as recent
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events have shown, in the sphere of information and hybrid wars, the availability and use of secure
ICS is of particular importance. To a significant extent, such systems are based on the use of pro-
tected radio channels. At the same time, under the security of systems, it is necessary to understand
in a broad sense, first of all, their ability to provide the necessary EMC, noise immunity, imitating,
information, energy and structural stealth. Increased requirements for the effectiveness of the opera-
tion of ICS in the context of internal and external influences are largely ignored by existing infor-
mation technologies. There is a contradiction between the stringent requirements for the provision
of EMC systems and facilities, reliability, secrecy, confidentiality, integrity of data transmitted via
the ICS communication lines, on the one hand, and existing models, methods and technologies of
control over ICS, information security (IS), services and quality of service, on the other hand. The
main ways to solve this contradiction is to provide EMS systems and tools, increase noise immunity
and ISS IR by improving the methodological foundations of ICS construction by creating new
models, methods and technologies for managing telecommunications networks, information securi-
ty, services and quality of service, developing information exchange methods, synthesis methods
new classes of nonlinear complex discrete signals — data carriers with the necessary ensemble, cor-
relation and structural properties.

By cryptographic discrete signals (CS) it is proposed to understand a set of sequences (vectors)
of symbols of a certain alphabet, which necessarily have the necessary structural, ensemble and cor-
relation properties, temporal and spatial complexity, and the possibility of forming on the basis of
keys [12]. Rules for constructing the CS are based on the use of random or pseudo-random process-
es, which must meet the requirements of randomness, irreversibility, unpredictability, etc. [14].

4 Discrete cryptographic signals model

Let us formulate in general form the problem of synthesis of CS.
The task of constructing (synthesizing) the CS will be understood as the problem of constructing

subsets of discrete sequences (W,%),q =1,N,l =1L, the set of which forms a system of discrete sig-
nals of a given alphabet of dimension M, =N xL, such that in each of the subsets (the dictionary)

the conditions imposed on the subsets of the CS in terms of structural, ensemble, correlation proper-
ties, the spatial and temporal complexity of their generation.

The construction of the CS is based on the analysis and use of periodic and aperiodic correlation
functions and reduces to the following stages.

1. Ensuring the conditions for meeting the requirements for structural and ensemble properties,
the ability to form a subset of the COP with allowable temporal and spatial complexity, including
using keys.

2. Constructing a CS WY, periodic autocorrelation function (PFAC) of each of which satisfies the
system of nonlinear parametric inequalities (NPI):

L -
Rgl(l)sglwiq(vviil) <RY (), 1=1L-1, g=LN, (15)

where Rgl(l) and Rgz (I) — given PFAC implementations, and the indices are calculated modulo

(i+l) mod L.
If I=L for all gq=1 N (15) gives convolution with value L:

L L
DWW, =Y WW =L,q=1N, (16)
i=1 i=1
3. Construction of pairs KC WY and WP, the cross-correlation functions (CCF) which satisfy the
requirements, which are determined by the set of NPI systems (16), and also meet the requirements
for the cross-correlation joint function (CCJF) WY and WP concordant discrete words W% and
WP (17-21):
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qu < z qu P+ z WA xWP, ) < _qu ); (17)
i=0 i=L-K+1
L-1 «
qu (< z qu(\N+|) + 2 WIXWP )T <RIP(); (18)
i= i=L-K+1 2.2
RUP (I)gLiKW-qx(\N-pl)*+ Lz_l W-qx(\N-qI )" <R%P (): (19)
T S T A
® 1y < SN WP L PV P qp
R ()= X WP WP+ S WP xWd )" <R ’(); (20)
’ i=0 i=L-K+1
RIP (|)<Lin-Px AR z WiP (WP )<Rqp I; (21)
b/~ 20 I i+l Lk i—-1+K

Besides, I=1,L—1 for all kinds of combinations q and p, q=1LN, p=1 N, q#p, where
Rgp (1) and R (1), - specified (necessary) implementations PCCF and CCCF respectively
J 2]

(j=15).
In systems NPI (15), (16) and (17-21) W;* and W;" are unknown values of random or pseudo-
random CS symbols W9and WP, g =1, N, which are subject to determination in the process of their

construction. In what follows, the systems (15-16) and (17-21) will be called the model of the sub-
set (dictionary) of the CS.

We analyze systems of nonlinear parametric quadratic inequalities (hereinafter systems) (15),
(16) and (17)—(21) using the introduced model.

The systems (18) and (20) with I=L for all q=1, N must give a complete convolution with the
value of L, that is (18):

L N
> WW=L,q=LN (22)
i=1
and (20) gives
L -
> WAWP =L, p=1N. (23)

i=1

The systems (17), (19) and (21) with I=L for all pairs W¢ and W give the values of the cross-
correlation function with zero shift:

quw P=R%(0):q,p=1LN, (24)
S WP ~R®(0),q, p=LN, (25)
ZL:WJ’WS‘ =R™(0), p,q=1N. (26)

i=1

In what follows, the systems (15-16), (17-21) and the quadratic equation (24) will be called the
model of the subset (dictionary) of the CS.
We will analyze systems (15-16) for the existence of solutions and independence. It follows di-

rectly from (15) that for each of g CS W* there are L unknowns W,*, W, ---W, . To find them, ac-
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cording to (15), we can construct a system of L—1 independent NPI. Further, using (16), we obtain
one more expression, but an equation. The peculiarity of the system (15) is that it gives a convolu-
tion of each of the CS with the value L. On the basis of (15) and (16) in the construction of each N
subset of the CS, one can compile N independent systems of quadratic NPIs, each of which will
contain L-1 quadratic inequalities of the form (15) and formally one equation, so that there will be
only L.

We also analyze the set of systems of parametric inequalities (17-21), taking into account (22),
(26), for the existence of solutions and the independence of systems and individual equations. The
systems (17-21) determine the permissible mutual properties relative to PCCF and CCCF of each
pair of CS - WY and WP. They define the requirements for PCCF and CCCF specifically for only two
CS W9 and WP, When constructing three CS, we have 3!/2, and for N CS, respectively, N!/2 of such
systems.

Thus, with increasing N, the number of systems of the form (17-21) increases exponentially (by
factorial).

For N=2, among the (22)—(26) systems of NPI there are redundant nonlinear quadratic equations.
Equation (16) coincides with (22) and (23) because the last two already enter the system (16), are
dependent, and therefore cannot be used. Further, equation (24) and (25) coincide, and equation
(26) is symmetric, in part of the correlation function, with respect to equations (23) and (25). There-
fore, for each pair of p and g, (24) is independent.

On the basis of detailed analysis, we have that all (17-21) NPI systems determine the different
implementations of PCCF and CCCF specifically for only two CS - WY and WP. Therefore, the
mathematical model for constructing two CS W and WP is uniquely determined by the five NP1 sys-
tems in the form (17-21) and, as already justified, by the equation (24).

The above analysis results allow to determine the complexity of the model and on its basis the
complexity of constructing a subset of N CS.

1. When constructing one CS, it is necessary, depending on the allowable values Rg (1) and
1

Rgz (1), defined by the limits of dense packaging, consider v > k systems of the form (15-16).

2. When constructing two CS, it is necessary to consider v, > k;, systems of the form (17-21),
where k; is determined from Rglp () and R (1).
y 2,

3. When constructing N CS, it is necessary to consider v, > k, systems of the form (17-21),
where k, is determined RY (1) gng RY (1), and also R (1), and R (1) allowed values.
N 3 & by j b, j

Thus, on the basis of accounting for the boundaries of the physical packing of the subset of CS
[1], there are possibilities to construct subsets of the CS according to (15-16) and (17-21), using
aperiodic autocorrelation functions (AACF). In this case, simplifications are possible. So the system
(15-16) by analogy can be represented in the form of an NP1 system on the basis of aperiodic corre-
lation functions, that is,

*

L-m
AOESRUE (W) <d ). 1=1L m=1L, 27)
1=

where raql(l) and r’,i_ (I) — prescribed, but feasible, implementations in terms of tight packaging.

Further, the systems (15-16) and (17-21) can also be represented in terms of aperiodic mutual cor-
relation functions (ACCF) in the form of a system of nonlinear parametric inequalities

L—-m
Pyt T wd (W_q
1 L i=0

— 1) <), (28)

=1L m=1L,
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i (Wﬂl)* S0 (29)

where 1,3 1%, 17 2, % 151, % 15 ,% - permissible from the point of view of close packing AACF
and ACCF.

5 Problem solution for synthesis of a system of nonlinear discrete complex
cryptographic signals

The use of CS will improve the performance of ICS, in particular: EMS, noise immunity (noise
immunity of receiving signals under the influence of structural, obstructive, retransmitted and other
types of interference, stealth operation) and information security. Such discrete signals have the
necessary but limited (“tight packing™ values), correlation and ensemble properties. With this ap-
proach, the structural concealment of the signal is provided by randomness or pseudo randomness,
and noise immunity is provided by the correlation properties of the synthesized system of signals.
Information security of ICS is provided on the basis of the fact that the statistical properties of CS
are close to the properties of random sequences, as well as the use of cryptographic keys. It is nec-
essary to note the special property of CS systems: the possibility of their recovery in space and time
with the use of keys and a number of other parameters that are used in the synthesis of signals.

The authors proposed a method for synthesizing systems of complex nonlinear cryptographic
signals, including the following stages [13].

1. Formation of random or pseudorandom discrete sequences using key data.

2. Estimation of statistical properties of potential CS.

3. Building the required number of potential CS WY in accordance with the system of inequalities
(15) and key data.

4. Finding pairs or subsets of the CS W and WP, which satisfy the requirements (17-21).

5. The construction of the matrix of states of the mutually correlated functions of all possible
pairs of potential CS, which were selected by the results of the previous step and have all the neces-
sary properties.

6. The analysis of the matrix of states and the formation of the necessary number of subsets or
pairs of CS according to (15-16) and (17-21) and selection in the subset of only those pairs that
satisfy the requirements.

Examples of pairs and subsets of CS are given in [13].

Taking into account the need to ensure the cryptographic stability and structural concealment
(complexity) of the cryptographic signal, the choice of the algorithm of symmetric block encryption
with the counter is justified as a source of pseudorandom sequences of symbols (the first stage of
the method): The national cryptographic standard of the block symmetric transformation of
DSTU 7624:2014, "Kalyna™ and its modes of operation to ensure confidentiality and integrity of
information [15]. Alternatively, a source based on the AES algorithm (international standard
ISO/IEC 18033) may be proposed. Preference in the selection is given to DSTU 7624:2014, taking
into account the following factors.

Block symmetric ciphers (BSC) are one of the most common cryptographic primitives [16-18].
In addition to securing the confidentiality (encryption) of the main volumes of information transmit-
ted over the network or stored locally, they are used as a constructive element of other primitives
(hashing functions, message authentication codes, pseudorandom sequence generators, etc.). The
importance of this cryptographic transformation is underscored by a number of international compe-
titions, such as AES, NESSIE, CRYPTRACK, which were focused on the development of block
cipher (as the main goal or as part of a set of promising solutions).

The national standard supports the block size and encryption key length of 128, 256 and 512 bits
(the key length is equal to the block size or twice as large), providing a normal, high and ultra high
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level of durability (now it is the only block encryption standard in the world supporting 512- bit
symmetric keys). Different variants of the standard provide flexibility of choice of parameters for
developers of cryptographic protection systems, which makes it possible to obtain both the highest
level of performance and the largest margin of conversion stability. The high-level design uses a
well-researched Square-like SPN structure used in the algorithms of AES/Rijndael, Whirlpool, Stri-
bog and many others. The cycle transformation is constructed on the basis of tables of substitution
(S-blocks) and multiplication by an MDS-matrix over a finite field, providing necessary crypto-
graphic properties. The use of such a design makes it possible to provide provable stability with re-
spect to differential, linear and other types of cryptanalysis, while simultaneously providing an ef-
fective implementation for a wide range of software and hardware/software platforms. When choos-
ing the size of the MDR-matrix, the size of the L1 cache of modern and promising processors was
taken into account, which made it possible to optimize the performance of the software implementa-
tion of the cipher [19-22]. The standard of Ukraine provides the greatest nonlinearity of Boolean
functions, which gives an additional margin of stability in relation to linear cryptanalysis. In addi-
tion, in our opinion, the standard of block symmetric transformation of DSTU 7624: 2014 refers to
post-quantum algorithms, i.e. it will ensure (when selecting the appropriate parameters) crypto-
graphic resistance against attacks with the use of quantum computers [11].

6 Nonlinear discrete complex cryptographic signals properties

Tables 1 and 2 show the results of studies that illustrate the possibility of applying the above
method of signal synthesis for a number of applications of ICS.

Table 1 — Correlation properties of cryptographic discrete sequences
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64 17 9545 8 14 4931 45553 512 5451 589 10
1024 90 2209 72 3 1149 2 439 840 26 638 82
30 9 2479 2 2 973 3072720 95722 6
31 9 7743 5 155 3622 29 977 024 1465 137 5
63 17 10 868 9 14 7 166 59 056 712 12 214 869 11
127 25 6 798 17 51 3 636 23 106 402 1266 098 19
127 27 10 006 17 51 6491 50 060 018 9 006 648 19
511 63 7 662 45 6 4783 29 353 122 2 666 671 51
1023 100 8513 70 4 6 194 36 235 584 5293538 81
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So, in Table 1, in accordance with the method described above, the results of synthesis of dis-
crete sequences for some values of the sequence period are presented, in particular, the following
are given: boundary values for maximum emissions of correlation functions satisfying the "tight
packing™ boundaries [1-3]; the number of pairs of sequences constituting a complete ensemble of
signals (for estimating the cross-correlation properties of signals); the number of signals satisfying
the boundary values for different correlation functions. Table 2 gives estimates of the number of
pairs of sequences of different classes (M-sequences, sequences with a three-level cross-correlation
function — PCCFT, cryptographic sequences (CP)) that satisfy the "close packing" boundary for
the corresponding period [5,13].

Table 2 — The ensemble properties of various complex signal systems

Type of signals Sequgnce ""Dense packing" border Seq_uen_ces pairs number
Period value satisfying the boundary

M-sequences 31 9 3
PCCFT 31 9 495
CS 31 9 1465137
M-sequences 127 27 36
PCCFT 127 17 11610
CS 127 23 47 053
M-sequences 255 36 28
PCCFT — - =
CS 255 36 17599
M-sequences 511 63 276
PCCFT 511 33 147500
CS 511 63 2666671
M-sequences 1023 100 435
PCCFT 1023 65 338000
CS 1023 100 5293538

The analysis of the data in Table 1-2 shows that the proposed method for synthesizing complex
nonlinear discrete cryptographic signals using random or pseudorandom processes allows the for-
mation of large ensembles of discrete sequences of almost any period with given, but physically re-
alizable, side lobes of auto-mutual and butt correlation functions in periodic and aperiodic modes of
operation, as well as statistical characteristics of correlation functions that are not inferior to anal
tech characteristics of the best classes of linear signals. Thus, for the period of the sequence N=63,
the number of pairs of cryptographic discrete sequences satisfying the established limit value of the
maximum side lobes PCCF-17 is 12,214,869. For a representative of a class of linear sequences —
sequences with a three-level cross-correlation function (Gold sets that are optimal from the point of
view functions of cross-correlation signals [6]), the number of pairs of signals satisfying this
boundary is -975. Exceeding the volume of cryptographic signals over the ensemble composed of
M-sequences is more than 10’ times. For the period of the sequence 1023, the number of pairs of
cryptographic discrete sequences satisfying the established boundary value for the side lobes of the
cross-correlation functions (CCF) -100 is 5293538, whereas for a representative of the class of line-
ar sequences of M-sequences, the number of pairs satisfying this boundary is -43 i.e. exceeding the
volume of the signal system is more than 105 times. It should be emphasized that the law for the
formation of each of the cryptographic signals is determined by the key, and the length of the key
can be substantially smaller than the period (length) of the signal itself. With a slight decrease in the
requirements for the maximum peak side peak CCF, according to which signals are selected (in
fact, decrease in noise immunity of reception), the indicators of imitating resistance of IKS opera-
tion can be significantly improved. Thus, for the period of the sequence N=127, an increase in the
boundary value by 1.2 dB, will increase the volume of the ensemble with M=11610 at the boundary
Rpmax=17, t0 9,006,648 signals, with a boundary value of 27, i.e. in 776 times.
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The performed calculations and simulated simulation indicate that the maximum lateral emis-
sions of the correlation functions of the CS, as well as the statistical characteristics of this class of
signals, are not inferior to the corresponding characteristics of linear M-sequences [8].

Thus, varying the boundary values of the level of the side lobes of the corresponding correlation
function, depending on the requirements imposed on the ICS from the point of view of noise im-
munity of receiving signals, the system can be solved to achieve the required noise immunity of
signal reception, imitating and information stealth ICS.

In Table 3 shows examples of calculating the statistical characteristics of various correlation
functions for discrete signals widely used in communication systems and, in particular, the charac-
teristics of cryptographic DS These characteristics were obtained using the developed special soft-
ware. Calculations were carried out for different values of the DS period. As statistical characteris-
tics of the correlation functions:

- greatest lateral emissions values R, ;

max ?

- mathematical expectation value of the emission module m‘R‘ ;
. L .. . 1/2
- standard deviation value of the emission module D‘l;‘z and emission values DR )

Table 3 — Statistical characteristics of the correlation functions of discrete signals

Type of signal Characteristi warce M O Ole)
ype of signals aracteristics IN N T v
AACF 1,0-18 0,5 0,4 0,5

Characteristic PACF 01-19 0.2 0.1 0.2
discrete signals ACCF 19-32 1,0 08 1,0
PCCF 25-3,6 1,0 0,8 1,2

CCCF 21-5,0 0,9 0,7 1,1
AACF 0,7..1,25 0,32 0,26 0,41

PACF 1/ N 1/JN 0 0
M-sequences ACCF 1,4..5,0 0,54 0,48 0,73
PCCF 1,9..6,0 0,8 0,62 1,0

CCCF 2,0..51 0,83 0,62 1

AACF 12-19 0,5 1 11

Cryptographic PACF 02-19 0,6 0,4 0,7
signals ACCF 1,4-34 0,5 0,4 0,6
PCCF 1,9-52 0,7 0,5 0,8

Analysis of the data given in Table 3, indicates that the values of the maximum lateral emissions
of the CS, as well as the statistical characteristics of this class of signals, are not inferior to the cor-
responding characteristics of signals constructed using M-sequences and characteristic discrete sig-
nals [3]. As illustrations in Fig. 1 to 3, various correlation functions for the cryptographic DS syn-
thesized according to the method described above.

For many applications of ICS, a situation is typical where individual stations intentionally have a
negative effect on the functioning of the radiating system. In such cases, the electromagnetic com-
patibility, information security and noise immunity of ICS is largely determined by the structural or
statistical properties of the data-sending signals in the system. In the face of EMC countermeasures,
the radio channels interference immunity of ICS depends on the secretiveness of the selection and
use of the system parameters. The interference will only be effective the case where the counter-
measure station establishes the fact of the presence of the opposing system in the air and assesses its
parameters frequency band occupied band, the law of modulation of the signal, and others.

Under the covertness of radio channels in general and the hiddenness of the parameters used in
them, we will understand their ability to withstand the measures of the radio-electronic counter-
measure aimed at detecting the fact of the system operation (energy concealment) and determining
the signal parameters necessary for radio counteraction (structural and information concealment).

61



ISSN 2519-2310 CS&CS, Issue 4(8) 2017

) 56

772

- 134
;1 T 19

b

AT

B C sz
L1244
105

- 86.8

—F452
- 304

F1Ld

0 100, 200,

04
- 02

Fig. 2 — PCCF for CS period L=256

2
— 04

0 100 200

Fig. 3— ACCF for CS period L=256

62



ISSN 2519-2310 CS&CS, Issue 4(8) 2017

Energy concealment characterizes the ability of the system to withstand measures aimed at
detecting by the station the counteraction to the fact of the functioning of the system. Structural
concealment of used signals characterizes the complexity of reliable prediction of signals or
their symbols (according to known previous ones). Information concealment (difficulties in identi-
fying received signals with a message that is transmitted) predisposes the system's ability to con-
ceal the semantic content of messages, the ways of generating messages (signals), the very fact
of signal transmission.

If the radiating system uses a signal with a nontrivial modulation law whose parameters are
unknown to the counter, the latter is unable to use a correlator or a matched filter to detect the
signal. The only strategy of the opposing side in this case is the use of an energy detector [1],
which is optimal from the point of view of detecting a band-limited noise signal against the
background of Abelian white Gaussian noise. To prevent the station from detecting counteract-
ing the signal, the radiating system should use signals with a distributed or wide spectrum,
which have the highest possible value of the processing gain, and a practically undiscovered
structure.

The ideal structural concealment of the signal means that the signal synthesis methods must
implement signals that meet certain requirements. It is quite obvious that such requirements
meet the requirements for generators, which form random (pseudo-random) sequences. In addi-
tion, there should be an opportunity to perform an assessment of the correspondence of the
properties of the synthesized signals to certain requirements. Investigations of statistical proper-
ties are carried out within the framework of statistical tests based on statistical tests. The most
acceptable (from the point of view of practical use) testing techniques are: NIST STS, FIPS PUB
140-1, AIS 20 and AIS 31, NIST 800-90b, NIST 800-22.

To investigate the structural properties of CS, we used the random number (pseudo-random)
generator testing methodology defined by NIST 800-22 [23]. NIST 800-22 includes 16 statistical
tests, and 188 probability values are computed. All tests are aimed at identifying various random-
ness defects (not meeting the requirements of randomness).

Testing procedure:

1. A null hypothesis is advanced H, — the assumption that the test binary sequence is random.

2. For the sequence generated by the generator, the test statistics are calculated.

3. Using the special function and test statistics, the probability value P e[O,l].

4. Probability value P is compared with the level of significance o, ae[O, 001, 0, 01]. If P>a,

then the hypothesis Hy is accepted. Otherwise, an alternative hypothesis is adopted.
As a result of testing the memory bandwidth, a vector of probability values is generated
P={P,P,,...Pg}. In the standard, the recommended length is the input data block — 106 binary

symbols; one test uses 100 blocks of this length (the input data length for one test cycle is 108
characters). In NIST, two thresholds are used to decide the test results: 0.96 and 0.99, that is,
for different significance levels it is established that out of 100 blocks cannot pass four and one
test respectively.

With the use of NIST SP 800-22, the implementation of the cryptographic symbol sequence
was tested. The test results are shown in the Table 4.

The results of testing showed that the statistical properties of nonlinear KS in terms of the
values of the probabilities of this method are within the limits of acceptable values. And this, in
turn, means that the CS satisfy the requirements for pseudo-random sequences [23-24]: - the
unpredictability of the sequence of symbols, irreversibility, randomness, equal probability, in-
dependence, unpredictability, indistinguishability, etc. In essence, CS are indistinguishable
from random sequences. Thus, the use of CS as a physical data carrier will increase the struc-
tural and information security (cryptographic strength) of the ICS.
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Table 4 — Estimation of statistical properties of cryptographic discrete sequences using
NIST SP 800-22

Ne cl c2 c3 c4 ¢S c6 c7 c8 c9 c10 | Probability Test result Test title

1 14 5 11 | 10 | 10 | 12 7 14 8 9 0,574903 0,99 Frequency

2 10 8 10 | 11 | 12 5 6 13 | 14 | 11 0,574903 0,99 BlockFrequency

3 13 6 5 14 | 18 | 10 9 5 12 8 0,058984 0,99 CumulativeSums

4 14 9 4 10 8 8 15 | 15 | 12 5 0,122325 1 CumulativeSums

5 9 8 8 12 | 10 | 10 | 14 7 8 14 0,759756 1 Runs

6 8 14 | 15 8 8 7 9 12 | 10 9 0,657933 1 LongestRun

7 12 | 10 | 11 7 11 7 6 15 | 11 | 10 0,678686 1 Rank

8 10 7 9 12 9 11 | 14 | 10 8 10 0,935716 1 FFT

9 10 | 10 6 10 7 10 | 11 9 9 18 0,419021 1 NonOverlappingTemplate
10 11 7 9 12 9 14 9 8 11 | 10 0,924076 0,98 NonOverlappingTemplate
11 17 | 11 | 14 | 10 | 10 6 10 7 7 8 0,319084 1 NonOverlappingTemplate
12 16 9 7 8 6 7 10 | 13 9 15 0,275709 0,98 NonOverlappingTemplate
13 12 6 7 8 11 7 12 | 10 | 13 | 14 0,616305 0,99 NonOverlappingTemplate
14 15 | 15 | 10 9 7 11 6 9 7 11 0,455937 0,98 NonOverlappingTemplate
15 11 9 13 7 11 | 14 9 12 8 6 0,719747 1 NonOverlappingTemplate
16 13 | 12 | 12 9 12 | 12 7 8 8 7 0,816537 0,97 NonOverlappingTemplate
17 11 | 11 | 14 8 10 8 10 | 10 9 9 0,971699 1 NonOverlappingTemplate
18 8 12 | 11 | 11 | 12 7 12 | 12 6 9 0,851383 1 NonOverlappingTemplate
19 9 11 | 10 | 12 7 11 8 16 7 9 0,678686 1 NonOverlappingTemplate
20 14 | 10 | 13 | 10 | 12 | 12 6 7 11 5 0,494392 0,98 NonOverlappingTemplate
21 15 | 11 | 10 8 12 9 13 9 5 8 0,595549 0,95 NonOverlappingTemplate
22 9 5 14 | 10 7 6 14 9 13 | 13 0,334538 1 NonOverlappingTemplate
23 12 7 7 11 | 11 5 14 | 12 | 11 | 10 0,637119 0,99 NonOverlappingTemplate
24 10 | 12 | 12 | 11 | 15 | 10 7 10 6 7 0,657933 1 NonOverlappingTemplate
25 12 8 14 9 12 | 12 6 8 11 8 0,759756 0,98 NonOverlappingTemplate
26 6 7 7 10 | 14 7 8 15 | 15 | 11 0,249284 0,99 NonOverlappingTemplate
27 12 7 13 6 11 | 10 | 10 | 16 7 8 0,455937 0,98 NonOverlappingTemplate
28 12 9 9 12 9 10 6 7 17 9 0,474986 0,98 NonOverlappingTemplate
18 4 7 7 11 7 6 11 5 6 4 7 0,666838 0,9859 RandomExcursionsVariant
185 7 6 10 | 11 4 5 11 8 4 5 0,362174 1 RandomExcursionsVariant
186 6 11 11 1 9 11 4 4 6 8 0,076389 1 RandomExcursionsVariant
187 | 14 7 6 9 13 7 14 6 14 | 10 0,289667 1 Serial
188 | 11 8 13 5 6 11 | 14 8 14 | 10 0,419021 1 Serial
189 9 6 13 9 11 | 11 | 10 6 13 | 12 0,759756 0,99 LinearComplexity

84,82113 186,0039

7 Synthesis of derived signal systems based on cryptographic discrete
sequences of symbols

Various signal systems (sets of linear recurrence sequences, Kasami, Gold, Kamaletdinov sets, etc.)
that have relatively small values of the side lobes of auto and mutually correlated functions are found in
the IKS as a physical carrier of information [1-3]. However, these signals have low structural latency,
limited ensemble properties, and also exist only for a limited number of signal period values. In the case
of truncation (increase) of the period of such signals, their correlation properties deteriorate. Therefore,
the actual task is to develop the theory and practice of synthesis and analysis of discrete signal systems
with the required correlation, structural, ensemble properties. Studies have shown [12] that the required
(in various conditions) performance indicators of the system can be realized, including through the use
of broadband radio systems, for which the expansion of the spectrum is carried out using nonlinear dis-
crete sequences. In [13], the problem of synthesizing nonlinear cryptographic discrete signals (CS) that
provide the required values of noise immunity, information and structural stealth of the TKS operation,
is formulated and solved. In general, the problem of synthesis of optimal binary cryptographic signals of
a given period is formulated as follows. It is necessary to find a lot of discrete binary sequences - cryp-
tographic sequences (CS) with a given number of symbols possessing the permissible level of maxi-
mum side lobes of the periodic autocorrelation function (PACF). Further, the solution of the synthesis
problem is reduced to the preliminary selection of a certain limited set of discrete sequences, which
seems promising in terms of providing the necessary cross-correlation properties.
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Among the systems of phase-shifted signals, many are formed on the basis of Walsh systems [1-4]. It
is known that auto - and mutually correlated functions of Walsh sequences have large lateral peaks. To
improve the correlation properties of the signals, the signal system derivatives (DSS) are generated by
multiplying the Walsh sequences (source sequences) by a signal that has certain properties (the signal
generator), in particular, has small side peaks of the autocorrelation function. The authors formulated a
hypothesis about the possibility of using non-linear cryptographic sequences (CS) as generators, the
theoretical bases of their synthesis are given in [12-13]. The method of synthesizing derived signal sys-
tems based on the use of CS includes the following steps.

1. A selection is made of M cryptographic sequences (CS) of a fixed period L having minimum val-
ues of maximum side lobes (Rmax.) PACF.

2. A set of Walsh codes (the matrix N - N) is formed in which each line corresponds to a separate
code.

3. The sequences (each of the Walsh code lines of the original sequences) are multiplied by a crypto-
graphic signal, forming N DSS.

4. Investigate the correlation properties of the DSS formed (in particular, PACF, AACF). To investi-
gate the cross-correlation functions, they form a matrix of dimension N - N. The number of such matri-
cesis L - N.

As an illustration of this method of DSS synthesis, consider the Walsh code (Table 5).

Table 5 - The Walsh code (of dimension N = 64)
 =64 1111000011110000000011110000111111110000111100000000111100001111
1010010110100101010110100101101010100101101001010101101001011010
1100001111000011001111000011110011000011110000110011110000111100
1001011010010110011010010110100110010110100101100110100101101001
1111111100000000000000001111111111111111000000000000000011111111
1010101001010101010101011010101010101010010101010101010110101010
1100110000110011001100111100110011001100001100110011001111001100
1001100101100110011001101001100110011001011001100110011010011001
1111000000001111000011111111000011110000000011110000111111110000
1010010101011010010110101010010110100101010110100101101010100101
1100001100111100001111001100001111000011001111000011110011000011
1001011001101001011010011001011010010110011010010110100110010110
1111111111111111111111111111111100000000000000000000000000000000
1010101010101010101010101010101001010101010101010101010101010101
1100110011001100110011001100110000110011001100110011001100110011
1001100110011001100110011001100101100110011001100110011001100110
1111000011110000111100001111000000001111000011110000111100001111
1010010110100101101001011010010101011010010110100101101001011010
1100001111000011110000111100001100111100001111000011110000111100
1001011001101001011010011001011001101001100101101001011001101001

Table 6 shows the CS (M=14), selected from the set of sequences, according to the criterion of
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the minimum value of the maximum side lobes PACF (Rnax<10). The calculations of the statistical
characteristics of the correlation functions (PACF) of the selected CS are also presented here.

Table 6 — Cryptographic sequences with minimum values of side peaks PACF

1110001111101000011111011100110011000101000110101101001001100101
1000010010000100101110011010000000110010010000010111001110011101
0000100100001001011100110100000001100100100000101110011100111011
0000100100001001011100110100000001100100100000101110011100111011
0001001000010010111001101000000011001001000001011100111001110110
0100100001001011100110100000001100100100000101110011100111011000
0000100101110011010000000110010010000010111001110011101100010110
0001001011100110100000001100100100000101110011100111011000101101
0010010111001101000000011001001000001011100111001110110001011010
0100101110011010000000110010010000010111001110011101100010110100
0000000010100010011000001111100001101101110001101000010111100101
0000000101000100110000011111000011011011100011010000101111001010
0000001010001001100000111110000110110111000110100001011110010100
0100011110001100000100110010000000011011111011100101011000010110
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The results of the PCCF DSS based on CS show that the number of pairs of signals for a se-
quence of 64 symbols for which the Rmax values do not exceed 17 (this, the so-called "close pack-
ing" boundary, achieved in the best CCF series from the CCF viewpoint three-level PCCF) is 604
pairs (about 30% of the total number of possible combinations of pairs of signals). The number of
pairs of signals for which the values of Rpyax do not exceed 20 — 1577, which is 77% of the total
number of pairs of signals. At the boundary Rpax<25, the maximum number of selected pairs of sig-
nals is 1984 (96.8 %). The values of the maximum side peaks of PCCF Rmax<25 occur for the se-
quences most widely used in modern M-sequences.

Calculation of statistical characteristics of correlation functions (PACF) CS
1)640-8-4-40-8004044-8-48-4-4044-44-40844-4-8-40-80-4-8-44480-44-4440-4-48-4-8440400-80-4-4-80

PFAKmin: -4 PFAKmax: -8 MO: -0.09375 |IMO]: 0.46875 DISP: 0.5763694553724894 |DISP|: 0.3384787011890674
2)644-88480-8800-4-44040-84-4-8844-84448448-88448444-8448-8-44-80404-4-4008-80848-84
PFAKmin: 4 PFAKmax: -8 MO: 0.15625  |MO|: 0.59375 DISP: 0.6774495430488349 |DISP|: 0.3469815618916576
3)644-88480-8800-4-44040-84-4-8844-84448448-88448444-8448-8-44-80404-4-4008-80848-84
PFAKmin: 4 PFAKmax: -8 MO: 0.15625 [MOJ: 0.59375 DISP: 0.6774495430488349 |DISPJ:
0.3469815618916576
4)644-88480-8800-4-44040-84-4-8844-84448448-88448444-8448-8-44-80404-4-4008-80848-84
PFAKmin: 4 PFAKmax: -8MO: 0.15625 [MOJ: 0.59375 DISP: 0.6774495430488349 |DISPJ:
0.3469815618916576
5)644-88480-8800-4-44040-84-4-8844-84448448-88448444-8448-8-44-80404-4-4008-80848-84
PFAKmin: 4 PFAKmax: -8MO: 0.15625 [MOJ: 0.59375 DISP: 0.6774495430488349 |DISPJ:
0.3469815618916576
6)644-88480-8800-4-44040-84-4-8844-84448448-88448444-8448-8-44-80404-4-4008-80848-84
PFAKmin: 4 PFAKmax: -8 MO: 0.15625 [MOJ: 0.59375 DISP: 0.6774495430488349 |DISPJ:
0.3469815618916576
7)644-844004-440-8404040-800800-8-4-448444-444484-4-4-800800-8040404-804-440044-84
PFAKmin: 4 PFAKmax: -8 MO: 0.0703125 |MOJ: 0.4296875 DISP: 0.5553298776598447 |DISPJ:
0.350712702793093
8)640-8440-44-884-8408004-80-4400-8-40044000004400-4-8004-40-8400804-848-84-4044-80
PFAKmin: 4 PFAKmax: -8 MO: 0.0 [MOJ: 0.40625 DISP: 0.5634361794742422 |DISPJ:
0.3836429502240921
9)640-8440-44-884-8408004-80-4400-8-40044000004400-4-8004-40-8400804-848-84-4044-80
PFAKmin: 4 PFAKmax: -8 MO: 0.0 [MOJ: 0.40625 DISP: 0.5634361794742422 |DISPJ:
0.3836429502240921
10)640-8440-44-884-8408004-80-4400-8-40044000004400-4-8004-40-8400804-848-84-4044-80
PFAKmin: 4 PFAKmax: -8MO: 0.0 [MOJ: 0.40625 DISP: 0.5634361794742422 |DISPJ:
0.3836429502240921
11)64840-8-8-4488400-4-848808400-4-4-8-4004-44-44-4400-4-8-4-400480884-8-4004884-4-8-8048
PFAKmin: 4 PFAKmax: 8 MO: 0.0703125  |MO|: 0.5234375 DISP: 0.6476900319675074 |DISP|: 0.3767205345969094
12)64840-8-8-4488400-4-848808400-4-4-8-4004-44-44-4400-4-8-4-400480884-8-4004884-4-8-8048
PFAKmiIn: 4 PFAKmax: 8 MO: 0.0703125  |MO|: 0.5234375 DISP: 0.6476900319675074 |DISP|: 0.3767205345969094
13)64840-8-8-4488400-4-848808400-4-4-8-4004-44-44-4400-4-8-4-400480884-8-4004884-4-8-8048
PFAKmin: 4 PFAKmax: 8 MO: 0.0703125  |MO|: 0.5234375 DISP: 0.6476900319675074 |DISPJ: 0.3767205345969094
14)648-444004-4-44-4-80-40808-4-8-4-88-80040-444844-40400-88-8-4-8-48080-40-8-44-4-440044-48
PFAKmin: -4 PFAKmax: 8 MO: 0.0 IMOJ: 0.5 DISP: 0.6236095697723273 |DISP|: 0.3618734420321171
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Table 7 shows the results of studies of the statistical characteristics of the correlation functions of
various classes of signals, including DSS when used as generating cryptographic signals. Calcula-
tions were carried out for different values of the sequence periods (from 30 to 2052).

Table7 — Statistical characteristics of correlation functions DSS

1/2 1/2
Uyppes Characteristics —e Ty Dl Bl
signals JIN N JN JN
AACF 08-24 0,4-05 09-1 1-11
PACF 0,7-25 0,2-0,7 0,2-0,5 0,3-0,9
= ACCF 1-25 0,2-0,7 0,2-05 0,3-0,7
PCCF 14-28 0,2-0,7 0,4-0,5 0,6-0,9
AACF 0,7-1,25 0,32 0,26 0,41
Linear PACF 1N 1AN 0 0
M-sequences ACCF 1,4-5,0 0,54 0,48 0,73
PCCF 1,9-6,0 0,8 0,62 1

Analysis of the data in Table 7 shows that the statistical characteristics of the DSS are close to
the corresponding characteristics of linear signal classes. In this case, the values of the maximum
lateral peaks of the DSS cross-correlation functions are less than for the linear M sequences used in
modern ICS.

8 Conclusions

The methods of information exchange used in the ICS, based on a fixed correspondence: the
message bit (m bit) - signal (2" signals) in the information channel, and the use (for a long time) of
the same broadband signal in the synchronization channel (the signals used are constructed using
linear laws), do not allow to provide the required electromagnetic compatibility (EMC) of systems
and facilities operating in a relatively small to achieve the necessary values of noise immunity and
information security of the operation of the ICS. Studies have shown [5,11,12-13,25] that the re-
quired (in some or other conditions) indicators of the efficiency of the operation of the ICS can be
realized, including by using broadband radio systems for which the spreading of the spectrum is
carried out using nonlinear discrete sequences.

A comprehensive solution to the problem of ensuring electromagnetic compatibility, noise im-
munity and information security of the operation of ICS can be achieved, including on the basis of
the implementation of a dynamic information transfer mode, in which correspondence: the message
bit - the signal changes over time according to a law whose prediction is possible with probability
not exceeding the permissible value in the system, and applying signals with the necessary correla-
tion, ensemble, statistical, structural properties. In this case, the signal systems must be based on
nonlinear construction rules.

The proposed nonlinear discrete cryptographic signals, in contrast to the known signal classes
used in various ICS applications, can be synthesized for any values of the period of discrete signals.
The synthesis of this class of signals is based on the limitations associated with the boundary values
of the auto and cross correlation functions of signals in the periodic and aperiodic modes of infor-
mation transmission. The volume of the system of nonlinear cryptographic signals (coding power)
is determined, first, by the requirements caused by the use of this class of signals (detection and
measurement of signal parameters, user data transfer mode, etc.), and secondly, the requirements
for the system with point of view of such indicators of the efficiency of the functioning of the tele-
communications system, such as EMC noise immunity of signals reception, information conceal-
ment and imitation resistance of the system. The problem of synthesis of nonlinear discrete signals
is formulated in general form. Under the cryptographic discrete signal, it is proposed to understand
a sequence of symbols of an arbitrary alphabet and an arbitrary period, the only rule of construction
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of which is randomness or pseudo-randomness. Such a discrete signal possesses the necessary but
limited values of "tight packing”, correlation and ensemble properties. With this approach, the
structural concealment of the signal is provided through randomness or pseudo randomness. It is
also necessary to note the special property of such signal systems - the possibility of their recovery
in space and time with the use of keys and a number of other parameters that are used in the synthe-
sis of signals. Taking into account the requirements of cryptographic stability and the complexity of
generating a cryptographic signal as a signal generator, the choice of a symmetric block encryption
algorithm with a counter is justified. As a block cipher it was proposed to use the national standard
DSTU 7624: 2014. Alternatively, we can use the AES algorithm from the international standard
ISO / IEC 18033. The preference is given to DSTU 7624: 2014, since in our opinion it refers to
post-quantum algorithms, i.e. will provide (when selecting the appropriate parameters) crypto-
graphic resistance against attacks with the use of quantum computers. CS are self-synchronized, and
also have an ideal (absolute) structural concealment. The absolute structural concealment of such
signals is that no subsequent bit, even the last, of such a signal can be uniquely determined with the
prior symbols. It should be emphasized that the law for the formation of each of the cryptographic
signals is determined by the key, and the length of the key can be substantially smaller than the pe-
riod (length) of the signal itself.

The developed method for synthesizing a new class of nonlinear discrete signals allows changing
the boundary values of the level of the side lobes of the corresponding correlation function, depend-
ing on the interference situation, as well as the requirements for the IRS, to achieve the necessary
noise immunity of signal reception, imitating and information stealth of the system subscribers.

Synthesized systems complex signals possess, on the one hand, structural properties analogous to
the properties of random (pseudo-random) sequences, and, on the other hand, the required ensemble
and correlation properties, while improving the performance of ICS, in particular, EMC, noise im-
munity, information and structural stealth.

The characteristics of the auto- and mutual correlation functions of such signals are not inferior
to those of the best ones from the point of view of the correlation properties of discrete sequences
(M-sequences, Gold and Kasami sets, Kamaletdinov ensembles, etc.). In addition, cryptographic
signal systems (CS) exist and possess the above properties, for a wide range of sequence period
values. It is also necessary to note the special property of such signal systems — the possibility of
their recovery in space and time with the use of keys and a number of other parameters that are used
in the synthesis of signals. The improvement of the above mentioned indicators of the IKS opera-
tion is achieved, in particular, due to the possibility of forming, with the use of the obtained method,
large discrete sequence ensembles of virtually any period with the necessary side-lobe values of the
auto-mutual and butt-function correlation functions for various system applications periodic and
aperiodic modes of operation, as well as statistical characteristics of correlation functions (CF), not
inferior to similar characteristics of the best, in terms of CF, linear classes of signals. This makes it
possible to improve the noise immunity of signal reception. The mathematical and software provid-
ing the proposed method and computational algorithms for the synthesis of systems of complex
nonlinear discrete cryptographic signals, as well as derivatives of signal systems for which the co-
processors are used as the producing ones, are developed. During the research, an imitation (soft-
ware) model was developed that implements the proposed method for synthesizing discrete crypto-
graphic sequences. The obtained model allows: generating cryptographic signals of almost any pe-
riod; to obtain minimum and maximum values of lateral emissions of periodic and aperiodic func-
tions of auto- and cross-correlation of sequences; compare the values obtained with the known
"close packing"” boundaries; read selected, satisfying boundaries, sequences; assign unique identifi-
ers to selected sequences for optimal signal processing in various applications of broadband sys-
tems. In addition, the proposed synthesis method makes it possible to synthesize pseudo-random
sequences with zero values of the side peaks of the periodic auto and cross-correlation functions
near the main peak, which is an important factor in maintaining stable synchronism in the system.

Software and mathematical support obtained in the course of research, realizing the methods of
synthesis and research of the properties of nonlinear signal systems, including DSS, is practically
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ready for possible use in the composition of prototypes and elements of modern digital communica-
tion means.

An improved method for synthesizing nonlinear discrete cryptographic signal systems is devel-
oped, based on the optimization of the synthesis of the signal system using the branch and boundary
method, which makes it possible to reduce, in comparison with a full search, the volume of compu-
tational procedures for synthesizing signal systems and, consequently, necessary, for those or other
applications of telecommunication systems, properties.
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