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Abstract: The paper deals with the modern cryptographic transformations of the asymmetric end-to-end encryption
type, namely — NTRU-like cryptographic systems. A new cryptographic system NTRU Prime IIT Ukraine was created
based on existing cryptographic transformations of this type (cryptographic algorithms NTRU (ANSI X9.98-2010)
and NTRU Prime). A brief description of this cryptographic system is given and an analysis of its resistance to known
attacks is made. At the end of the work, conclusions are made and recommendations on the features, advantages and
possibilities of using the new cryptographic asymmetric algorithm of end-to-end encryption NTRU Prime IIT Ukraine
are given.
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1 Introduction

In 2016-2017 there were the series of important events, that have significantly affected to the in-
tensive development of post-quantum cryptography. To them should be referred the statement on
the Internet — Alfred J. Menezes and Neal Koblitz article [2], organization and conduction by NSA
and NIST USA VII international conference on post quantum cryptography [5, 6]. An extremely
important event was the publication in the USA report «Report on Post — Quatum Cryptography.
NISTIR 8105 (DRAFT)» [3], in which fully confirmed the possibility of electronic signature (ES)
asymmetric cryptographic primitives successful quantum cryptanalysis and the main problems and
opportunities, and stages of their decision are identified.

NIST USA announced a competition to develop the standards of post-quantum asymmetric cryp-
tographic primitives [5], understanding the need to find new electronic signature and asymmetric
encryption type cryptographic transformation, which will be relevant and can be applied in post-
quantum period. The specified one due to two factors. First, there is significant progress in the de-
velopment of quantum computers, including experimental demonstration of physical qubits realiza-
tion are carried out, which can be scaled up to larger systems. A confirmation of this is the succes-
sive announcement of IBM 20, 50 and 53 qubits quantum computers [26,27].

Second, likely transition to post-quantum cryptography will not be easy, because it is unlikely to
be a simple replacement of the current asymmetric cryptographic primitives standards. Significant
efforts will be needed to develop, standardize and implement a new post-quantum cryptosystems.
Therefore, should be a significant transition stage, when as current and post-quantum cryptographic
primitives are used.

Applications were received by NIST until November 30, 2017. They relate to: asymmetric en-
cryption algorithms and ES. Subsequently, their detailed analysis and comparison is expected, with
a period of up to 3 years. This indicates the significant complexity of the problem to be solved.

The European Union has also started the preparation of a new post-quantum standards. A new
direction "Quantum-Safe Cryptography" are formed by European Organization for Standardization
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ETSI in the cluster "Security” [1,4,7]. According to the results of these studies are predicted the
groups standards for post-quantum period adoption. ETSI has published a group report "Quantum-
Safe Cryptography. Quantum-Secure infrastructure” [1], in which fixed bases of perspective infra-
structure, provided algorithms, described primitives types, that will be used. Separately require-
ments are nominated and estimation criteria are formed for future candidates.

With the participation of the authors of this article for the NIST USA competition, a crypto-
graphic algorithm for NTRU Prime 11T Ukraine [10], developed using NTRU [8] and NTRU Prime
[9], was presented. The objective of this paper is a general overview and description of the proposed
cryptographic transformation, implementation specificity, estimation and comparison of the main
characteristics and indicators from [8-10] according to cryptographic stability criteria from existing
and potentially possible attacks.

2 Problem formulation

On the basis of the analysis of a number of sources [8, 9] concerning the existing encryption al-
gorithms, their features, advantages and disadvantages, as well as resistance to attacks, it was de-
termined that on their basis it is possible to create a new encryption algorithm, which will combine
the main advantages of existing ones and will not have certain disadvantages. As a result of exten-
sive research, the essence of the candidate was substantiated, its implementations, wich has the ad-
vantages of relatively well-known were developed, made tests and estimations of the main charac-
teristics. In November 2017 a full set of project descriptions and program implementations were
sent and received by NIST USA [5]. It is considered necessary to consider the article as the first
stage of the preliminary study of our proposal and to familiarize the general public with the problem
of creating a post-quantum standard of asymmetric encryption. Thus, the objective of this paper is
to justify and outline the main ideas for constructing a post-quantum standard of asymmetric en-
cryption, to analyze the state of work in the indicated direction, to indicate the essence of the differ-
ence between the «NTRU Prime IIT Ukraine» proposal and known ones, and to discuss the results
of the estimation and testing in relation to requirements imposed by NIST USA.

An analysis of the requirements for post-quantum cryptographic transformations of asymmetric
encryption allows us to conclude that the main, and unconditional requirement for «NTRU Prime
IIT Ukrainey, is the requirement of cryptographic stability regarding known and potentially possible
attacks. The specified attacks can be implemented using both classical attacks based on the use of
classical computer systems and classical mathematical methods, as well as on the basis of quantum
computers and corresponding mathematical and software methods.

Obviously, that cryptographic asymmetric transformations should provide protection from both
classical and quantum cryptanalysis methods. The above should be taken into account, if possible,
during the construction and analysis of post-quantum cryptographic transformations in general, and
the adoption of post-quantum standards of asymmetric cryptographic transformations on their basis.

3 Description and analysis of general parameters of modern NTRU-like encryption
algorithms

Let's consider the existing today encryption algorithms and created on their basis a new encryp-
tion algorithm «NTRU Prime IIT Ukraine» [8-10].

Analysis of NTRU encryption algorithm. NTRU — the first public key cryptosystem not based on
factorization or discrete logarithmic problem. NTRU is based on the shortest vector problem in a

lattice. Operations are based on objects in a truncated polynomial ring R = Z[x]/(x" 1), polyno-

mial degree at most n—1.
NTRU parameters are as follows: n — the polynomials in the ring R have degree n—1 (non-
secret); q — the large modulus to which each coefficient is reduced (non-secret); p — the small

modulus to which each coefficient is reduced (non-secret); f —a polynomial that is the private key;
g — a polynomial that is used to generate the public key h from f (secret but discarded after ini-
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tial use); h — the public key, also a polynomial; r — the random “blinding” polynomial (secret but
discarded after initial use); d — coefficient.

The encryption of message m is carried out according to the formula c=rh+m.

Decryption is performed as follows: using a private polynomial f it is calculated polynomial

a= f -e(modq). Then the polynomial b=amod p is calculated. Another private polynomial fp IS
used to compute ¢ = fp -b(mod p), where ¢ is an output message m.
More details about the NTRU algorithm is described in [8].

4 Analysis of NTRU Prime encryption algorithm

The NTRU Prime cryptosystem is proposed as one of the alternative variants of the asymmetric
NTRU method in order to get rid of the weaknesses inherent in NTRU, which are associated with

undesirable structural properties of the ring Zq[x]/(xn —1): in many cases, a ring of this type has a
subrings and a factor-rings of a high order. Unlike NTRU, NTRU Prime uses a ring
Zq[x]/(xn —x-1), which provided that the proper selection of numbers q and n, is a field, that

does not contain its own subfields. In addition, the Galois group of polynomial x" —x—1 over the
field Q is a symmetric group S, which excludes the possibility of attacking a certain type on the
cryptosystem.

In NTRU Prime, the public key is calculated by the formula h=g/3f that it matters to create
an effective secret key transfer protocol. However, to construct an asymmetric encryption system, it
is desirable to use the traditional formula h=3g/ f .

The decryption of messages in the cryptosystem NTRU Prime occurs correctly on condition
q>48t.

Details about the NTRU Prime algorithm is described in [9].

5 Analysis of NTRU Prime 11T Ukraine encryption algorithm

The given asymmetric encryption scheme is a modification of the NTRU scheme, and differs
from the latter only in two aspects:

1. Instead of the ring Z,[x]/ (x" —1) used in NTRU, a field Z4[x]/ (x" —x—1) is used, as in the

NTRU Prime cryptosystem [9]. According to [9], this prevents cryptosystem attacks of some kind
and precludes the use of (at least potentially) weaknesses of the standard NTRU cryptosystem that

are associated with the existence of non-trivial subrings or truncated rings of ring Z,[x]/ (x"-1).

2. In the proposed scheme, polynomials F and r are arbitrary t-small, that is, they have 2t
non-zero coefficients equal to +1, whereas in [8] each of these polynomials has exactly t nonzero
coefficients equal to 1 and —1 correspondingly. A similar remark is also valid for a polynomial g,
which is an arbitrary small polynomial in a modified cryptosystem and has the same number of non-
zero coefficients, which are equal 1 and —1 in NTRU. This difference is not significant, however, it
provides the opportunity to expand the amount of key space in comparison with NTRU without los-
ing the effectiveness of algorithms implementation for key generation and messages encryption-
decryption.

In this algorithm, the secret key is any pair of polynomials (f,g), where f =(1+3F)modq,

F,geR/3, ||F|j=2t, and the corresponding public key is a polynomial h=3g/f eR/q.

Encryption of the message m is carried out according to the formula c=m+rh, where r — the
random equal probability t-small polynomial, h — public key, and the addition and multiplication
are carried out in the field R/q.




ISSN 2519-2310 CS&CS, Issue 4(8) 2017

To retrieve a message m by message c using a secret key (f,g), we must calculate
m'=(cf (modg)) mod3 and put m"=(m" f*) mod 3. That is, only polynomials f and f* are used

to decrypt messages, where f* there is an inverse to an element f mod3 in the ring R/3.

In «NTRU Prime IIT Ukraine» using the appropriate estimates as specified in the description of
the algorithm, can (it is allowed) to significantly weaken the condition for decryption of messages
in comparison with NTRU Prime, namely, to replace it with a condition q > 32t . This, in turn, al-

lows you to reduce the value q compared to NTRU Prime, while maintaining the decryption cor-
rect. More details about the «NTRU Prime IIT Ukraine» algorithm is described in [10].

6 Analysis of algorithm taking into account known attacks on
«NTRU Prime IIT Ukraine»

Let's analyze the stability of the encryption algorithm «NTRU Prime IIT Ukraine» [10] for
known attacks.

Meet-in-the-middle
It should be noted that this attack is currently being implemented on ordinary computers, but
without language, it is possible to implement it on quantum computers.

The task of recovery the secret key (f =(1+3F)modq, g) by the public key h of the cryptosys-
tem is reduced to solving the equation (h'+Fh')modgq=g for unknown F,geR/3, where
| flh=2t and h'= (3‘1h) mod g. This problem can be formulated in such way.

Let @ ={F e R:|| F|l,=1]|| F |h=2t}. We must find a polynomial F € ® such that

Il (h"+h'"F)modq||,,=1. (1)
The complexity of solving the task by enumeration of all polynomials F e® requires

n
| D |= 4t (th operations. To reduce the complexity you can apply attacks under the general name

«meet in the middle». We describe the general scheme of conducting such attacks, based on the ide-
as of works [11,13,14].

We assign sets @y, D, < Z" such that each vector F e ® has a single representation in the form

F=FR+F,, where i e®;, F, e ®,, and a certain mapping D an —{0,3", where r<n.

The algorithm for solving the equation (1) relative to the unknown F  ® consists of two stages,
on the first of which the table is built, which consists of all pairs (h'F (modq), D(h'F (modq))), lo-
cated by non-growing integers corresponding to binary vectors D(h'F(modq)), where F € ®;.
Then, on the second stage, for each F, e ®,, the vector D(—h'—h'F,(modq)) is searched for
among the other pairs components that are in constructed table. The algorithm completes success-
fully in case of finding vectors F € ®;, F, € ®, such that D(h'F (modq)) = D(-h"—h'F,(mod q))
and || (h"+h'(F +F))modq||,,=1.

Note that in [9,11,13,14], for various variants of the NTRU cryptosystem, heuristic complexity
estimates of meet in the middle attacks are presented based on explicit or implicit assumptions re-
garding the mapping D and distribution of vectors in a table, that is constructed on the first stage.
Along with that, regardless of mapping D choice, the maximum complexity of the described algo-

rithm is limited below by the value | ® | +| D5 [> 2, /| @, || D, |, which, in its turn, is at leas

12
t2f[o]= 2”1[2J
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Thus, in order to ensure the resistance of cryptosystem «NTRU Prime IIT Ukraine», according to
the meet-in-the-middle attacks, values n and t are selected for the given security parameter k,

based on the condition
n Y2

Let's consider later the attacks in terms of their stability in the application of quantum algorithms
[8, 20-24], and first consider the attack “meet-in-the-middle”.

Let B — the set of Boolean polynomials of degree N . Also let B(d) — B subset, whose poly-

nomial has d coefficients 1, and N —d coefficients 0. T(d +,d —) — the set of polynomials, where

the number of coefficients 1 equals d +, and the number of coefficients —1 is equal d —, and the
others are 0.
The “meeting-in-the-middle” attack allows cryptanalyst under certain conditions to calculate the

user private key that is selected from space of 2N elements in time O(ZN/Z). The proposed attack

is implemented as follows [9]. The private keys space ( f :(1+ pF)mod q) f is divided into two

large parts f; || f,, where f; and f, have a length N /2 of d/2 units each, whereby the same
number of units is achieved by cyclic shift f when dividing into two parts. Under this condition,

based on (h = p(fq_l* g) mod q), when p = 2, the condition is fulfilled:

f-h=g(modq). (3)
Substituting instead of f its representation in the form f; || f, we have that

(11l f2)-h=g(moda). (4)
Comparison (4) can be presented in the form

fi-h=g-f,-h(modq). (5)

Finally, (5) can be presented in the form
(f1-h)j ={L0}—(f2-h);j(mod q)Vi. (6)

In fact for f the condition that half of the units fall into the first N /2 records can not be ful-
filled. As shown in [23], there is at least one torsion f that will satisfy this property, and as a pri-
vate key there will be any torsion f .

Under these conditions, the attack consists of the following steps.

1. A number K is determined that satisfies the condition

ko (N12 ,
“\dr2) ()

Next, the memory is allocated to 2K baskets for storing polynomials. Then the larger k will be
chosen, than the faster the algorithm will run, but more memory will be required.
2. N /2 zeros are added to the polynomial f; and their selection is carried out. Browsing will

N/2
take [d /2} steps. Each value f; is written to the basket in such way that the number of the basket

to which the polynomial will be placed is equal to the most significant bits of the first k coeffi-
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cients f-h=g(modq). We will mark each basket as label _ f; . In this case, in some baskets there

will be several values of the polynomials.
3. Then the polynomials f, are sorted in the same way and the baskets label _ f, are formed,

but zero bits are added to the beginning. The formed polynomial is placed in baskets whose number
is formed as follows — the most significant bits for the first k polynomial coefficients
—fy*h(modq), as well as the most significant bits for the first k polynomial coefficients
—fy*h(mod q) to each coefficient of which is added 1.

4. Inthe case if in the record f, a polynomial f; contains in the basket, it is considered a good
candidate for recovery f. The cryptanalyst calculates (f;|| fp)-h=g(modq). If it consists of
{0,1}, then the private key is found.

Thus, in an attack with the use of the method “meet-in-the-middle” type it is established that this
algorithm can always return the result, which is most likely a private key f , or a cyclic shift f .

According to [25], the temporal and spatial complexity of the “meet-in-the-middle” attack can be
estimated as

cR’5
O(T]KTJ' (8)

In general, (8) allows you to estimate the complexity of temporal and spatial attack on the algo-
rithm NTRU. The above ratio can be used to compare the complexity of the “full disclosure” attack
with attacks based on quantum algorithms.

Attack on the lattices
We note that this type of attack is implemented on ordinary computers, but in the future it can be
implemented on quantum computers.

For any he R/q we denote L(h) the lattice in the vector space R2"+1 generated by the rows of
the matrix

1 Oy b
0n><1 In H
0n><1 0n><1 qln

: 9)

where |, — the unit matrix of order n, H — nxn matrix, whose i -th row is equal to the vector of

polynomial coefficients (xih) mod(x" —x-1), ie0,n-1, h'= (3_1h) modq, 37! — the ofring R/q
element, reversed to 3:

3‘1=(5+q)/6, if g=1mod3; 3‘1=(5—q)/6, if g=-1mod3.

The following statement refines on (for the case of considered cryptosystem) the main result of
work [15].
Statement 1. If the vector (f =(1+3F)modq, g) is the cryptosystem secret key, which corre-

sponds to the public key h, then

(LF,g)eL(h) (10)
and
n-1 2 n-1 2 1/2
||(F,g)||2=(_20|5| +_zo|gi|J <n+2t. (12)
1= 1=

On the other hand, if the vector (F, g) satisfies (10) and has a length
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q-2
F, <—F—, 12
then with the help of the vector f =(1+3F)modq Yyou can recovery any input message m by
cryptogram ¢ = E;(m,r), supposing that m = (cf (mod g)) mod 3.
Proof. The first part of the statement follows directly from the above definitions.
To prove the second part we consider the cryptogram ¢ =(m-+rh)modq received as a result of

converting an input message me R/3 using the public key h and t-small polynomial r.
Based on condition (10), the equality (3g) modq = (fh)modq is valid. Note that f =0, because

q-5 S q-2
6 12(/n+/2t)
condition (12).

Using the estimate (|| uv ||,,< 2| u ||| v |l;) and formula (12), we obtain that

otherwise F =31, g=0 || (F,9) >

, because q > 48, which contradicts the

[[mf +3rg flo <l Ml +3(IMF [, +[ 79 llo) <1+6([ M2l F ll2 +1[ g ll2ll Fli2) <

<146(Imllz + Tl I1(F. 9) [2<1+6(Jn+V2) [ (F. 9) < a/2.
It follows that (cf ) mod g = (mf +3rg) mod q =mf +3rg, and therefore,

(cf (mod g)) mod3=(mf +3rg) mod3=(m(1+3F))mod3=m.

The statement is proven.

Thus, the task of recovery the cryptosystem secret key by its public key h is reduced to find a
sufficiently short vector (with the first coordinate equal to one) in the lattice L(h) . Taking the usual
heuristic assumption that the desired vector is the shortest non-zero vector of the lattice L(h), we

conclude that the secret key recovery is equivalent to solving the problem of the shortest vector
problem (SVP) for this lattice. Note that the latter problem is equivalent to finding vector which is

| H
closest to the vector (0y,,h") in the lattice generated by the rows of the matrix (On | J (closest
nx1 dln
vector problem (CVP)).
The inverse of a function E;, task or, equivalently, the recovery of the input message meR/3

by the output cryptogram ¢ =(m+rh)modq, where reR/3, ||r|j=2t, also reduces to the search
for the shortest (or short enough) vector of the lattice L(h,c) generated by the rows of the matrix

1 Oppec
0n><1 In H
Onsa Onsa Al
Both lattices L(h), L(h,c) have the same form and belong to the class of modular lattices.

Hybrid attack

It should be noted that this attack is now implemented on ordinary computers, but it is also pos-
sible to implement it in the future and on quantum ones.

A hybrid attack on the classic NTRU cryptosystem was proposed in [13] and was subsequently
researched in many publications. A certain result of these studies is the work [16], which shows that
the complexity estimates of the hybrid attack received earlier for different cryptosystems are very
inaccurate due to false assumptions and questionable heuristic considerations, that are used to ob-
tain these estimates.

Note that certain heuristic assumptions are also used in [16], so the question of well-grounded
estimates of the hybrid attack complexity is the subject of further researches.

10
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In relation to the cryptosystem under consideration, a hybrid attack is carried out in this
way [16].
Consider the lattice L(h) generated by the rows of the matrix (9), fix the number r e1,n—1 and

Hq

write the matrix H in the form H =[H j where H; and H, are integer matrixes of size rxn
2

and (n—r)xn, respectively. An arbitrary vector F € Z" will be written in the form F =(R,F),
where Fez", F, ez .

Note that the vector (1, F,g) belongs to the lattice L(h) if and only if there is a vector x e 2"
such that

1 Oix(n-r) N’
FLOrsa: Orx(n-r), H) == F2,X) | On—r)xt In—r ~ H2 |+ (L F2,0). (13)
Onxt  Onx(n-r) Qln
The last equality is equivalent to the vector Fy(Oy,q,0r«(n—r), H1) —(L F»,9) that belongs to a
lattice L, (h) generated by the rows of the matrix

1 le(n—r) h’
O(n—r)xl In_r Hy
Onxt Onx(n—r) Aln

According to [16], a hybrid attack depends on the parameters r,l,c_;,¢ and is aimed to finding
avector (1 F,F,,g) e L(h) that satisfies the following conditions:

(@) Fy is a small vector that has precisely 2c_; coordinates equal to —1, and 2c; coordinates,

that equal to 1;
(b) (F»,9) isasmall vector, that has an Euclidean norm | .

The attack consists of two stages, on the first — a reduced lattice L,(h) basis B constructed in
one way or another. Next, on the second stage, vectors of F, that satisfy the condition (a), by

which vectors (v,F,0) = NPB(Ifl) are calculated, where veZ and NPg(F) is a result of Babai
algorithm application to the vector F, = F1(Orx1,Orx(n—r), H1) and basis B of the lattice Ly (h).
Mentioned algorithm finds a “sufficiently short” vector € = NPg (Ifl) for which lfl —eel, provided

that the basis B is “sufficiently well” reduced [17].
From equation (13) and condition (b) it follows that the vector Ifl is close to the lattice L, (h), so

it is natural to look for the nearest to it vector of this lattice in the form Ifl— NPB(Ifl). In addition,
on the basis of equality (13), for any F ez" vector (1, F,F,,g) belongs to lattice L(g), if

NPB(Ifl) = (L F,,9) . Therefore, all that remains to be checked for a vector NPg(F;) on the second

stage of an attack is equality v =1 and condition (b).
In order to speed up the search for vectors in the second stage, the method of meet in the middle
is used: instead of the vectors F satisfying condition (a), small vectors f; of length r, each of

which have exactly c_; coordinates, that are equal to —1, and ¢; the coordinates, that are equal to 1,
are sorted. Each vector f; is stored in a hash table with addresses of a certain set A(f;), which de-

11
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pends only on the vector NPg(f;), where f; = f1(Ors1, Orx(n—ry, H1), and consists of some binary
vectors of length 2n—r+1. The set of addresses is constructed so, that A(f))NA(f)) =< if the

difference between vectors NPB(fl') and NPB(fl”) is a small vector.
Each time when in the search process it is performed repeatedly to the table at the same address,
that is, for some vectors f{, f{" that are enumerated, the condition A(f)A(f)=Q is fulfilled,

the vector (F,F,,q) is calculated, where F = f{+f", (v,F,0)= NPB(fl')+ NPB(fl') for which
the conditions (a) and (b) and equality v =1 are verified. Therefore, the attack ends successfully, if
there is a pair of small vectors fy, f;" satisfying the following conditions:

(a") each of the vectors f{, f" has exactly c_; coordinates equal to —1, and ¢; coordinates that
are equal to 1;

(b") the vector F = f+ ;" satisfies the condition (a);

(c') vector NPg(F) equals to NPB(fl')+ NPB(fl'), has the first coordinate v =1 and satisfies

the condition (b).
In [16] using heuristic considerations, the formula for the described second stage attack com-
plexity is obtained:

15 5 2 -1/2
| PIER) —m (( 0‘1]( C“]msq 1 (14)
Caleglr—c—-e)lilca & p
where
2n—-r-2
__2n—r+1 1 r 241 205
p= I:1‘[1 1_r-B(2n_r,1) a1z @t9) dtdz |, (15)
' 2 2
|S|I=2+2(n-t-1)pg, (16)
274 ) n—r n Yt
ps = Pnp r ’ (17)
(2c_1)1(2¢)(r —2c_q —2¢p) !\ 4t —4cy )| 2t
2n—-r-2
2n—-r+l1 /17
o= 1 |1-— e [ 2) 2 g, (18)
i1 r_B[Zn—r 1)
! 2 2
p=1-(1-ps)"". (19)

In formulas (15), (18) B(;,-) denotes the Euler beta-function, and the numbers r; are determined
by the formulas

n=¥,iel,2n—r+l, (20)

where
Ri(0)=q,if1<i<2n-r+1—u;

12
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u—(n-r)
R (6)=q20-Cn=r+l=m)D+ug 1 if on_r41-p<i<2n-r+1,

g=mini2n—r+1| =L 551,
Iogq5

It is recommended to use the following parameter values:

|c_1|=|ol|=[2r—‘n}, l:J%ﬁ@. 1)

To estimate the first stage of a hybrid attack (the construction of a reduced basis B of lattice L),
a traditional approach is used [18]. It is believed that the basis B is constructed using the Korkin-
Zolotarev block algorithm: BKZ 2.0 [19] (which is considered to be one of the best algorithms for
solving similar problems nowadays). The BKZ 2.0 algorithm depends on the natural parameters g

and m, which denote the so-called block length and the number of iterations respectively, and al-
lows to build the reduced Korkin-Zolotarev basis of a complete lattice of dimension 2n—r+1 by

oE(f,m,2n-r+1) operations, where

E(8,m,2n—r +1) =0,000784314,8% +0,3660785 + log((2n —r +1)m) + 0,875 (22)

(note that formula (22) is an empirical estimate based on the results of computational experi-
ments [18]).

The degree of the reduced basis quality, which is built using the algorithm, is the so-called root
Hermite factor: the number & >1 determined by the formula

1 n

- 2n-r+l _ 2n—r+l
I1by llo= 62" (det L(H,, h)) _ gon-raag

where by is the shortest vector in the built basis. [19] describes the BKZ 2.0 algorithm simulator,
which allows to calculate such values g and m by the input parameter ¢ >1, that application of

the BKZ 2.0 with these parameters to any input basis of the full lattice of the dimension 2n—r+1
leads to its reduced basis with the root factor of Hermite & .
The complexity T;(o,r) calculation of the hybrid attack first stage is carried out as follows:

1) using BKZ 2.0 algorithm simulator [19], find g and m by the input data 2n—r+1and & ;
2) put
T1(5, r) :2E(ﬂ,m,2n—r+l)’ (23)
where E(4,m,2n—r +1) is determined by the formula (22).
The total complexity of the hybrid attack is calculated by the formula
T(o,r)=Ty(0,r)+Ty(o,r); (24)
with this estimation of the cryptosystem stability in relation to this attack is the number
Tmin =min{T(0,r):0>Lreln-1}.
According to [16], to calculate the value T, 6, >1 should be found for each r €1,n—1 so that
T(S¢,r)=min{T(5,r):6 >1 and set Trin =MIN{T (S;,r):rel,n=1}. To find &, it can be applied
an iterative algorithm (dichotomy) as T;(J,r) is decreasing, and T,(J,r) — an increasing function
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of the parameter & >1: the desired value &, is approximately equal to the equation root
T1(8,r)=Ty(o,r1).
Thus, using the formulas (14), (23), (24), we can estimate the resistance of the considered cryp-

tosystem in relation to the hybrid attack. To ensure resistance at the k -th level it is sufficient to ful-
fill the condition

Zk < Thin - (25)

Sieving methods

Such attacks today are realized on ordinary computers, but in the future they may be implement-
ed on quantum computers.

In recent years, a number of algorithms for solving SVP and CVP problems with sieving meth-
ods have been proposed. The most effective of known algorithms have heuristic complexity

(3/ Z)N/ 240 ith N — oo, Where N — the dimension of the lattice, with the residual term 0(1)

that is positive [20, 21]. Since in our case N =2n+1, to ensure the resistance of the cryptosystem
relative to the attacks based on the sieving methods, it is sufficient to fulfill the condition

2K <(3/2)". (26)

7 Conclusions

1. An analysis of the requirements for post-quantum cryptographic transformations of asymmetric
encryption allows us to conclude that the basic, and unconditional requirement for cryptographic
transformation «NTRU Prime IIT Ukrainey, is the requirement of cryptographic stability regard-
ing known and potentially possible attacks. These attacks can be implemented using classical at-
tacks based on the use of classical computer systems and classical mathematical methods, as well
as on the basis of quantum computers and corresponding mathematical and programmatic meth-
ods.

2. Obviously, cryptographic asymmetric transformations should provide protection from both clas-
sical and quantum methods of cryptanalysis. The above should be taken into account, if possible,
in the construction and analysis of general-type post-quantum transformations, and the adoption
of their post-quantum standards of asymmetric cryptographic transformations.

3. In the cryptosystem «NTRU Prime IIT Ukraine» as the main cryptographic transformation, as in
NTRU Prime, unlike NTRU, the transformation is used in the finite field. The above makes it
impossible to conduct a series of potential attacks regarding the cryptographic system «NTRU
Prime IIT Ukraine» and eliminates the potential weaknesses present in the NTRU cryptosystem.
They are mainly related to the existence of non-trivial subfields or factor rings of the factor
(truncated) polynomials ring.

4. In the cryptosystem «NTRU Prime IIT Ukraine» polynomials F and r are arbitrary t-small,
they have 2t non-zero coefficients (+1, —1), whereas in NTRU, each of these polynomials has
exactly t nonzero coefficients equal to 1 and —1 respectively. The same is true for the polyno-
mial g used in the cryptosystem «NTRU Prime IIT Ukraine», which is an arbitrary small poly-
nomial with 2t nonzero coefficients (+1, —1). Specified allows to expand the size of the key
space in comparison with NTRU without losing the efficiency of algorithms implementation for
the keys formation and implementation of encryption and decryption algorithms.

5. To ensure the stability of the cryptosystem relative to the attack with a known open message,

which is based on the overview of the vectors b e{O,l}'2, the value I, (taking into account the

quantum algorithms of overview) should be at least 2k, where k — the security parameter. In
this case, the length of the initial state of the gamma generator used to obtain the vector b must
be at least 2k +64 bits.
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6. For the «NTRU Prime IIT Ukraine» cryptosystem, the most effective of known potential attacks,
it is necessary to justify the choice of parameters n, t,and g depending on the security parame-

ter k. It is necessary to ensure that the following conditions are met:
a) choose a simple number n in such a way that it satisfies the inequality (26);
b) for a given n choice, if it exists, a natural t, that satisfies the inequalities (2);

¢) for the given n and t choose a prime ¢ >48t+3 such, that the polynomial x" —x—1
was irreducible over the field Z, and the condition (25) was fulfilled.

7. An adequate condition for the cryptographic stability of the «NTRU Prime IIT Ukraine» crypto-
graphic transformation with the given three parameters (n,t,q) is the unconditional fulfillment

of the condition (25).
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